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Abstract

The World Wide Web (the Web) has become part of people’s daily lives. Although the Web, like the
Internet itself, was designed as a decentralized network, hand in hand with the increase in its
interactivity Web users gradually concentrated on a limited number of platforms. As a result, providers
of these large international platforms have become centres of power that can easily influence users’
behaviour and what information they can access. This paper is based on an integrative literature review
and its aim is to describe the development of the Web from its beginnings to the present. This
development is viewed from the perspective of centralization of the Web and the reactions that this
centralization has provoked, especially the current trends towards the so-called re-decentralized Web.
More specifically, the paper focuses on the privacy imperative that might act as a driving force for the
re-decentralized Web, and on the technological innovations enabling development of truly
decentralized platforms and applications. This paper contributes to the discussion of implications that
a wider adoption of the re-decentralized Web could bring in the near future.
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1 Introduction

More than thirty years ago, the World Wide Web (WWW, shortly the Web) was introduced as a service
designed for sharing information over the Internet (Hiremath and Kenchakkanavar, 2016). Since then, it
has evolved into an indispensable part of the digital economy. From a service used by a limited number
of institutions, it has evolved into a phenomenon used daily by masses in every part of the world. Despite
the continuous development of the Web technologies, the importance of the Web to individuals,
businesses, institutions and states today makes it an undeniable socio-economic phenomenon. This
broader understanding of the Web reveals more diverse structures and dynamics than what could have
been otherwise observed at just the technological level.

The Web was designed as a decentralized network. However, according to World Wide Web Foundation
(2018) “billions of people experience the World Wide Web through a small handful of huge companies”. Large
numbers of users, regardless of whether they are individuals, companies, or institutions, either use or
interact with each other through platforms or services provided by a relatively small number of providers.
For instance, search engines (e.g., Google, Bing), social networks (e.g., Facebook, Twitter, YouTube) or
digital marketplaces (e.g.,, Amazon) represent such services provided by international companies that
have been able to attract very large user bases. Barabas et al. (2017) point out that the Web “needed to
consolidate around a few curated service platforms in order to become practical for everyday people to use”.

On the one hand, consolidation of the Web around a small number of platforms or services has helped to
make the Web easier to use. On the other hand, because of this consolidation the Web “centers on a small
number of points of control” (Barabas et al., 2017). As a result, the platform or service providers owning
these points of control have developed significant power allowing them to influence, or even control, the
Web’s content and who can access it. Despite its decentralized technological architecture, the Web shows
signs of centralization nowadays (Verborgh, 2020).

The aim of this paper is to discuss the current perspectives on one of the streams in the recent development
of the Web which could be described as its re-decentralization (Barabas et al., 2017; Verborgh, 2020). More
specifically, this paper tries to place the so-called re-decentralized Web in the context of the Web’s
evolution. Thus, the first objective of the paper is to describe how the Web has evolved from its initial idea
and technical implementation to the socio-technical phenomenon as it is experienced today. The second
objective of the paper is to discuss consequences of centralization of the Web. Our aim is not to provide a
comprehensive overview of such consequences but rather to highlight some notable examples illustrating
how centralization of the Web impacts individuals, organizations, or societies. As with any other action,
centralization of the Web has triggered reaction. Therefore, the third objective of the paper is to describe
initiatives that could be viewed as responses to centralization of the Web.

Research presented in this paper was inspired by an analytical report by Barabas et al. (2017) and by a
research paper by Verborgh (2020). Compared to those works, this paper provides a more detailed
description of the evolution of the Web and it tries to put the consequences of centralization of the Web,
as well as responses to this phenomenon, in the context of this evolution. This paper also extends and
updates the previously published conference paper by Vojif, Smutny and Kucera (2020). Besides the
above-mentioned perspective of the Web’s evolution, the contribution of this paper lies in a wider range
of activities, initiatives and technical solutions discussed herein.

The paper is organized as follows. The research methodology is described in the next section. Section 3
focuses on the evolution of the Web. The next two sections describe the centralization tendencies on the
Web, their consequences and reactions caused by the centralization. Section 6 presents two main forces
supporting re-decentralization of the Web. The last section presents the conclusions.
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2 Research Methodology

Re-decentralized Web represents an effort to return to the original ideas of the Web as an open space,
where everyone can freely publish their content and decide on use of their data (Verborgh, 2020). The re-
decentralized Web can still be considered an emerging topic. Therefore, this paper is based on an
integrative literature review. According to Torraco (2005), this style of research is particularly useful for
new or emerging topics. The subject of the research is the Web and its evolution, which involves
centralization and re-decentralization of the Web as two opposing tendencies. The research is also focused
on consequences of centralization of the Web, and on responses to this tendency. These responses
represent a wider context in which re-decentralization of the Web takes place.

The following citation and full-text databases were searched for the relevant literature: Web of Science,
Scopus, Google Scholar, EBSCO, ACM Digital Library, and IEEE Xplore Digital Library. The databases
were queried using the following keywords: re-decentralized web, decentralized web, re-decentralization,
decentralized web, decentralization, decentralized technology, privacy, cryptography, Big Tech
regulation, social web, society, web 2.0, web 3.0, blockchain applications, and web platform. These
keywords were further expanded as more phenomena were identified (e.g., cloud feudalism, platform
capitalism, deplatforming, Digital Markets Act). The research presented in this paper is based on the
approach previously used in the conference paper of Vojif et al. (2020). However, the scope of the research
was extended significantly, additional key words were used and current trends were reflected.

The literature reviewed in the paper can be found in the reference section. The authors mainly focused on
review articles and books relevant to the discussed phenomena. Because of the rapid development in the
field of the Web, the research cannot be limited to a review of academic literature. Up-to-date information
found on the open Web was also analysed, especially status information about relevant projects, activities
of organizations and working groups, and information about relevant policies and regulations.

3 Evolution of the Web

Nowadays, the term "Web" is already well known. From the users' point of view, this is one of the most
common uses of the Internet. From an economic and social point of view, the Web is an important
environment in which people spend both their working and free time. In general, it can be said that the
Web is a constantly growing and developing area, which is a subject of interest of commercial activities
and research. The increase in the numbers of Web users is even exponential (Hiremath and
Kenchakkanavar, 2016). A closer look at both popular and research publications reveals several attempts
at describing evolution of the Web.

3.1 Web1l.0and 2.0

Researchers usually mark the oldest variant of the Web as Web 1.0, although this mark was assigned to it
only retrospectively. It is the Web based on the 1989 proposal by Sir Tim Burners-Lee. It is a "web of
documents", in some cases also called a "web of companies". This phase is dated from its beginnings to
about 2005. Web 1.0 can be characterized by a limited number of authors creating mostly static content.
The aim of the Web in this phase was to distribute information (Hiremath and Kenchakkanavar, 2016;
Shivalingaiah and Naik, 2008).

Compared to Web 1.0, the next step in its evolution, Web 2.0, can be defined as a “web of people” or a
“network of people”. A characteristic feature of this phase is an increasing involvement of users not only
in browsing, but also in creation of web content. Although the work by DiNucci (1999) could possibly be
the first work where the term “Web 2.0” was used, multiple authors (e.g., O'Reilly, 2005; Alexander, 2006;
Hiremath and Kenchakkanavar, 2016) agree that the term “Web 2.0” was defined in 2004 during a
conference brainstorming by Dale Dougherty (O'Reilly Media) and Craig Cline (MediaLive International).
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At the same time, these authors agree that the definition of Web 2.0 is not unambiguous. The term "Web
2.0" was introduced in response to the changing nature of the Web that had started to be visible back then,
but that had not been fully understood. A definition of Web 2.0 was expected to evolve to reflect the
further development of Web 2.0.

Web 2.0 is characterized by a large number of users creating or changing content and by interactive
behaviour of web applications. Previously, authors of papers mostly associated Web 2.0 with the use of
blogs and content syndication using RSS (Shivalingaiah and Naik, 2008). From today’s perspective, it can
be stated that the “traditional” web blogs based on texts and wikis are no longer the prevalent form of
newly created content, but they certainly continue to play a significant role. The traditional forms have
been accompanied by other, especially shorter and more media-attractive, elements, especially video
blogs and posts on social networks. Collective intelligence has become an important feature of the web
content (O'Reilly, 2005; Singh and Gipti, 2011).

Sharing of user-selected links, comments, likes and similar ways to express emotions, content
personalization and automatic selection of primarily displayed content led to the development of
community thinking. The main actors of the Web are no longer individual companies with their
presentations, but user groups and communities. Communication became the main goal of the web. Web
2.0 was also rather a social than a technological revolution (Coutinho and Bottentuit Jr., 2010; Solanki and
Dongaonkar, 2016).

Creation of web content by most of its users leads to a very rapid increase in its volume. The sheer volume
of content makes it impossible for the users to consume it all, and thus they are forced to choose only a
fraction of the content. Prioritization of the newly created content is influenced by decisions of the
community. Content popular among community members is more likely to be recommended to other
members of the community, or to appear at the top of the search results. Therefore, community members
not only create shared content, but through their behaviour and preferences they also participate on the
selection process that strongly influences which content will be consumed. Some call this an "architecture
of participation”. Since content creation and consumption are tightly related, there is a significant
centralization of the content and the users — creators and consumers of the content (also called prosumers)
(Barassi and Treré, 2012; Krol, 2020; Alexander, 2006).

Because of the community nature of Web 2.0, users naturally gather in only a few places on the Web. This
concentration of users has positive, as well as significant negative consequences that are discussed in
detail in Section 4.

3.2 Semantic web, Web 3.0

If Web 2.0 was aimed at people, the Web 3.0 should, according to many authors, be focused on its use by
machines. The definition of the term Web 3.0 is attributed to John Markof, who associated it with the
“social web”, or to Sir Tim-Berners Lee, who associated it with the “semantic web” (Aghaei et al., 2012;
Solanki and Dongaonkar, 2016).

Originally, a website as a fundamental element of the Web was designed to be readable by humans.
However, this makes processing of websites by search engines and other software agents a nontrivial task.
Therefore, the aim of the semantic web is to add new capabilities to the Web and make it machine-
readable. Machine-readability could enable the Web to be turned into a word-wide database. In this
context, Tim Berners-Lee (2007) also speaks about a “giant global graph”. The semantic web is associated
with development of semantic wikis and semantic social networks. Users should be able to create their
profiles no matter where their data is stored. Therefore, the data should not be largely owned by specific
companies. The companies should only use and represent them. Sometimes, Web 3.0 is also labelled as
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the "web of knowledge" or the "executable web". It is also talked about “web-oriented architecture”. The aim
of a website in Web 3.0 is cooperation (Aghaei et al., 2012; Solanki and Dongaonkar, 2016).

Semantic web techniques such as linked data, interconnection of separate knowledge graphs, etc., could
allow the Web to work as a global, yet distributed database. If Web 2.0 is associated with centralization of
the Web, the techniques that are a fundamental part of the semantic web could help in re-decentralization
of the Web. However, not every semantic web technique can contribute to the re-decentralization, because
even a mere use of semantic tags for better SEO could be considered by some to be semantic web (Mavridis
and Symeonidis, 2015).

To complete the picture of the term Web 3.0, alternative approaches to defining it should be mentioned.
Some authors, e.g., Shivalingaiah and Naik (2008), Nath and Iswary (2015) or Bruwer and Rudman (2015),
associate the third version of the Web with the concept of a “3D Web” represented by avatars moving in
a virtual environment. However, other authors such as Patel K. (2013) or Khanzode and Sarode (2016)
have designated the 3D Web as Web 5.0. Considering the current state of the Web, these past predictions
of the Web’s development were somewhat too optimistic. Nevertheless, there are some early indicators
that the idea of the 3D Web is more than just a possible future direction of the Web’s development. There
are some virtual worlds that try to provide a 3D experience on the Web. These virtual worlds have been
inspired by computer games, in which players control their characters (game avatars) moving around the
virtual world. Decentraland presents itself as the “first-ever virtual world owned by its users” (Decentraland,
2021). Second Life (Linden Research, Inc., 2021) is an even older virtual 3D world. In 2003, it was the first
virtual world without rules and with a functioning economy. Other similar projects can be found in the
field of e-learning or online team cooperation. For example, in Gather Town (Gather Presence, Inc., 2021),
users are represented by their avatars that can move in a predefined virtual world and that communicate
with other avatars near them.

With regard to the semantic web, it should also be mentioned that the semantic web does not necessarily
have to be marked as Web 3.0. Due to the ambiguous views and definitions of the versions or phases of
the Web’s development, semantic markup can also be attributed to Web 2.0. Some authors only regard
applications that really understand data, such as search engines that respond with specific answers, not
with a set of web links, as Web 3.0 applications. (Bruwer and Rudman, 2015; Wahlster et al., 2006)

Although Semantic Web and Web 3.0 technologies can help to decentralize the Web, some warnings about
the potential risks resulting from machine-readability of data on the Web can also be found. The risks
mentioned include personal data protection, the possibility of politicizing the Web, maximizing digital
identities and the ability to suppress them more than with older versions of the Web. (Barassi and Treré,
2012; Bruwer and Rudman, 2015)

3.3 Web 4.0 and beyond

Predicting future development is a challenge for many authors and researchers and it is not different in
the Web domain. Several authors have presented different views on the possible future development of
the Web, as well as on the labelling of its future versions.

The term "Web 4.0" is often presented as a synonym for a "symbiotic web". The symbiotic web builds upon
the idea of a symbiosis between the human mind and machines (Aghaei et al., 2012). This symbiosis is
associated with blending of the Web and the physical world (internet of things) or with voice assistants,
or other interfaces that would allow humans to communicate with machines in natural language (Nath
and Iswary, 2015; Patel K., 2013). Some authors went even further and suggested the use of mind-
controlled Web interfaces (Solanki and Dongaonkar, 2016).

Visions presented by some authors expect the Web to evolve into a webOS — an operating system
represented by the web ecosystem. All devices connected to the Web (e.g., symbionet) would be part of
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this ecosystem, and users would live their lives through avatars in a virtual 3D environment. Some
authors refer to this generation of the Web as Web 4.0, yet others have labelled it as Web 5.0. (Patel K.,
2013; Solanki and Dongaonkar, 2016)

A different view on Web 5.0 was presented by Khanzode and Sarode (2016), who expect Web 5.0 to be
built on personal servers and significantly decentralized.

An interesting idea was presented by Krol (2020), who expects that the Web development could split into
two partially separate branches. The first branch would be driven by cyber-biology thanks to which
websites could become emotional and sensitive. Neurotechnology would allow the Web to read and
interpret users' emotions. This branch is labelled as Web 5.0 by this author. The second branch would be
driven by the further development of intelligent stand-alone agents. It expects that the Web would start
to be composed of basically separate entities. Krol (2020) labels this branch Web 6.0. The entities,
intelligent virtual agents, could live in voluntary symbiosis with humans. He points out that the web
technology should adapt to people and their changing behaviour, not vice versa.

3.4 What is the current version of the Web?

Regarding the versioning of the individual generations of the Web mentioned in the previous paragraphs,
the question of what designation the current version of the website bears is certainly relevant. Considering
the years in which the respective papers were published, it is possible to date the beginning of Web 2.0
and 3.0. However, it is difficult to tell whether the era of Web 1.0 or 2.0 is already over.

Even today, technologies and procedures developed for Web 1.0 are still important — for example, static
company presentations and communication via e-mail. At the same time, elements associated with Web
2.0 (e.g., interactive websites or social networks) are actively used. Besides, Google (2021), for instance,
tries to draw attention to the importance of structured data and the semantic markup on the Web
(Schema.org Community Group, 2021). Search engines index Web 1.0, 2.0 also as 3.0 content (Mavridis
and Symeonidis, 2015). With regard to this, Barassi and Treré (2012) point out that the individual versions
of the Web cannot be understood as follow-up stages.

4 Centralization of the Web and Its Consequences

Without the Internet, there would be no Web. From a technical point of view, the Internet was designed
as a decentralized computer network with many interconnected devices that, in most cases, can act as
both data recipients and data providers. Theoretically, the environment of the Web and web services could
also be decentralized. However, this is not the case. If the Web is viewed not as a system of servers serving
content to clients, but as a system of interacting subjects, more centralized structures will be appeared.
Especially with the development of Web 2.0, which brought about more centralization.

The Web is a complex socio-technical phenomenon (Barassi and Treré, 2012) that shows traits of
centralization. This is true at least when publishing and searching for web content is considered (Barabas
et al., 2017; Verborgh, 2020). The decentralized technology architecture of the Web does not seem to be a
sufficient condition for a decentralized Web at all levels. Centralization of the Web includes or implies
several problems, such as centralization of information retrieval and access to web content, the voluntary
or involuntary consolidation of web users, and the business model based on monetization of user data.
These consequences brought about by centralization of the Web are described in the following
paragraphs. Responses to these consequences are described in Section 0.

4.1 Availability and accessibility of web content

One of the frequently repeated recommendations says that if a website does not appear on one of the first
three pages of Google search results, no one will find it. Ledford (2015), for instance, points out that most
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users click only on the first few links that appear in the search results. Although users can access websites
directly if they know the corresponding URLs, due to the high competitiveness of the environment, it is
necessary to deal with accesses from search engines. Therefore, search engines play a crucial role in access
to the web content, and that is why the search engine optimization (SEO) attracts so much attention. The
general principles of SEO are well known, and search engines are improving in the processing of new
types of documents (e.g., semantic data; see Google Developers, 2021). However, the final algorithm is
not public, and its results are not enforceable or controllable. Since search engines act as gateways to web
content, removing a page from a search engine’s index may have major consequences on discoverability
of that web page. This puts search engines into a position in which they can influence what web pages are
suggested, to whom and under which circumstances, reflected by keywords or queries. Therefore, some
(e.g., Bratton, 2016) call search engines "centres of power", and Fioriglio (2015) raised the question of
search neutrality.

Other services that can be clearly identified as centres of power are social networks. Social networks not
only connect people online, but they also serve their users personalized content. Content personalization
means that each user sees a different list of posts. Content personalization is often automated by
algorithms that decide which pieces of content are displayed to which users. In this regard, some (e.g.,
Hofstetter, 2014; Fioriglio, 2015), talk about a dictatorship of algorithms that offer personalized content.
Due to the huge volumes of content, displaying all the content to every user would result in an information
overload. Similarly to search engines, the content personalization algorithms serve an important role in
preventing this overload. However, there is a risk of direct or indirect censorship (Barabas et al., 2017). By
amplifying or censoring certain types of posts, or posts containing certain keywords or images, social
networks with large user bases can influence opinions of large numbers of people. Some have already
expressed concerns that search engines and social networks could potentially influence electoral
behaviour of their users (Barabas et al., 2017).

In addition to the creation of centres of power, there are also other significant consequences of
centralization as well. Since most Web 2.0 user communities are active on only a relatively small number
of platforms, these platforms and communities are vulnerable to state censorship. The "Great Firewall of
China" can be served as an example. It is a very sophisticated solution that has been limiting and censoring
web content for more than 600 million users since 2013 (Ensafi et al., 2015). To operate on the Chinese
Internet, global companies must adapt to the Chinese regulations and policies. This can be illustrated with
a case of Google, which discontinued offering the Web search in mainland China in 2010, allegedly due
to cyber-attacks on Google and denial of search censorship (Tan and Tan, 2012). However, Google later
worked on a censored search engine for China, but the development was halted after information on its
development leaked to the public on 1%t August 2018 (Charbonneau, 2019; Tiku, 2019).

4.2 Consolidation of users around platforms

Users access the Internet via services provided by Internet service providers. While there are many users,
the number of the Internet service providers is limited. Neither the Internet nor the Web is a public
property, but rather an ecosystem with many subjects with their own motivations and interests. The
positions of service users and service providers are often not equal. Meinrath et al. (2011) characterized
this situation as “digital feudalism”.

As was already mentioned, Web 2.0 is largely community-oriented and social. Most users create micro-
content (e.g., posts containing short texts, photos, etc.) that they want to share with their circles of friends
or followers. This is often realized via social networks. For a social network, it is essential to reach a critical
mass of users. Consolidation of the Web and its users and success of social networks often go hand in
hand. Barabas et al. (2017) point out that it is not uncommon for people to start using a certain social
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network because their friends are already there. It is not easy for users to switch from one social network
to another, as they would also have to convince their friends to follow them to another social network.

Social networks have become an integral part of our lives and for many users social networks have become
the dominant tool for communicating online. Therefore, a similar dependence of a user on a platform can
be observed not only in the main social network applications (e.g., Facebook, Twitter, Twitch, YouTube,
etc.) but also in other social networking services such as communicators. Built-in feedback mechanisms
such as likes can also help to build a strong relationship between a user and the particular social network.
Burke et al. (2010), Gallinari (2017) and others have studied the effects of social media on their users’ self-
perception. There is a positive correlation between the number of likes and the self-perception and social
well-being of the social network user. To obtain a large number of likes, the users have to have their own
group of “friends” active on the same social network.

If users become unwanted on a platform for any reason, their accounts can be blocked or even completely
cancelled. This blocking or cancellation of user accounts is sometimes referred to as “deplatforming”. Due
to the imbalance of rights in the user-provider relationship, the user is then forced to find an alternative
social network. As a result, migrating users would lose connections with at least some part of their
communities. Even with celebrities, not all their followers or supporters are willing to migrate to other
networks (Ali et al., 2021). The action to “deplatform Trump” can serve as a recent example of such
termination of a user account. In January 2021, ex-president Trump's user accounts on social networks
were blocked or even permanently banned after he published posts following the loss in the presidential
election that were considered inciting unrest and hatred (Elias, 2021).

However, Web 2.0 is not just about social networks. Large numbers of users use cloud services provided
by global companies, such as e-mail, calendar or office applications provided by Microsoft, Google, or
Apple. All these companies try to interconnect their individual services to form one complex platform,
but there is not much effort to interact with competitors” services. Migration from one platform to another
can be difficult in some cases, or it might seem almost impossible in situations where a user has to
collaborate with other users. If the interoperability between different providers’ services is imperfect or
non-existent, then the user is forced to keep using the platform or the service the other users are using. In
this context, some also talk about the so-called “cloud feudalism” (Bratton, 2016), “Internet feudalism”
(Liu et al., 2017), or “platform capitalism” (Srnicek, 2017), where a platform means a set of interconnected
services provided by a global company.

4.3 Monetization of data about users

For the for-profit web companies offering their products or services for free, monetization of data about
their users can be an important part of their business model. There are several business models that these
companies apply (Hayes and Graybeal, 2011), but for most of these business models knowing the
preferences of users is either beneficial or even necessary. Companies operating on the Web (e.g., e-shops,
social network providers) collect data about their users (personal data, behavioural data, etc.). This data
is used to offer more relevant services and content to the users, and the provider can also use this data to
better understand its customers and to gain competitive advantage (Fader, 2020). Providing a service or
a product for free in exchange for the user data is a valid business model that can result in benefits for
both the provider and the users. However, not every user is aware of this tradeoff when using services or
products provided free of charge. For example, Marciano et al. (2020) quoted a study by the Italian
Telecommunication and media regulator (AGCOM) according to which “only 60% of users are actually
aware of the implicit exchange of personal data when they download apps or have access to a digital platform”.

In the discussion about centralization of the Web, usage of user data for targeting advertisements is one
of the key topics because advertising is one of the major sources of revenue on the Web. Advertising
systems, such as Google Ads, utilize user data to target advertisements displayed on websites or in search
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results. Remarketing (also called retargeting) techniques allow advertisers to target advertisements at
visitors of their websites even when they visit foreign websites (Google, 2021). Retargeting is effective in
situations where the advertising system is used in many places. This could lead to consolidation of
advertisers and website providers around the online advertising systems. Users can only be surprised
why they see, for example, advertisements for goods that they viewed in an e-shop a few days ago when
visiting a news website or a social network.

Adpvertising is also a major source of revenue for social networks. Again, the behaviour of users when
browsing other websites is largely monitored (using tracking codes, or interactive elements of these social
networks). However, this data can be combined with other data that a user generates when using a social
network, such as the data about their relationships with other users or interactions on the social network.
This allows social networks to develop rich user profiles of their users and to target advertisements
according to the preferences of members of user communities (Tran, 2017; Windels et al., 2018).

In addition to the personalized advertising, user data collected by social networks can also be used for
analysing behaviour of users. Identification of popular and important topics discussed in social networks
could be a way to better understand societal concerns (Budak et al., 2011). However, the large user bases
of social networks together with the possibility to analyse them, and subsequently to target them, can be
misused. For example, in 2016 a campaign led with the contribution of the company Cambridge Analytica
was executed in order to influence the US presidential elections (Alashri et al., 2016; Cadwalladr and
Graham-Harrison, 2018; Wong, 2019).

5 Responses to Centralization of the Web

There is a growing concern about the current state of the Web and its future development. This can be
illustrated by the fact that more than 1000 organizations backed a global activity called the Contract for
the Web in the first month since its launch in November 2019 (World Wide Web Foundation, 2019). The
aim of the Contract for the Web is to make the online world "safe and empowering for everyone" (World Wide
Web Foundation, 2021). The Contract for the Web consists of nine principles that governments, companies
and citizens should follow in order to ensure that the Internet and the Web are accessible and open, and
that online privacy and data rights are respected and protected (World Wide Web Foundation, 2021). This
activity does not target just the Web but also the Internet as its underlying infrastructure. It is also
important to note that this activity stresses the need for action from both governments, companies and
citizens as they all create and shape the Web.

This section provides a brief overview of the responses to centralization of the Web with a focus on
regulation of large platforms. Technologies, privacy-oriented applications and alternatives to large,
centralized platforms are described in Section 6.

5.1 Advocacy and fighting for the Web

Responses of individuals, organizations and companies to centralization of the Web have various forms
and it is beyond the scope of this paper to list them all. Nevertheless, two very broad categories of such
activities can be observed: fighting for the Web and development of alternatives to global Web platforms.

Quoting the principle 9 of the Contract for the Web (World Wide Web Foundation, 2021), the first of these
two categories could be characterized as fighting for the Web. This category encompasses, again, a diverse
range of activities. These activities include, but are not limited to, creating awareness regarding the issues
and risks brought about by concentration of power in the hands of a small number of large platforms;
influencing policymaking; conducting research or educating people about their rights and how to protect
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them in the digital space in general, or on the Web in particular. The Electronic Frontiers Foundation! or
the World Wide Web Foundation? could be named as examples of non-profit organizations whose
activities fall within this category of responses to centralization of the Web. However, there are many
other advocates fighting for the Web. For instance, the privacy-oriented search engine DuckDuckGo
awarded donations to more than 20 other privacy and pro-competition organizations in 2021 (Spread
Privacy, 2021).

The second of the broad categories of responses to centralization of the Web can be characterized as
creating alternatives to the large platform providers, their products, and services. More details on this
category of responses are provided in Section 6.2.

5.2 Regulation of large online platforms

According to the principles 1-3 of the Contract for the Web (World Wide Web Foundation, 2021),
governments are expected to act by policymaking and by establishing legal and regulatory frameworks.
Besides creating new regulations, governments have also responded by enforcing existing ones.

Regulation of digital markets and large online platforms such as Google or Facebook has attracted
attention of both governments and researchers (e.g., Marciano et al., 2020; Sokol and Van Alstyne, 2021;
Smyth, 2019; Weiss, 2020). Compared to industries such as television or telephone services, internet
services and online platforms are viewed in the USA as free from significant federal regulation and
operated under a system of self-governance. However, this does not mean that the internet services and
online platforms are operated outside any legal framework because, for instance, the antitrust legislation
or the legislation prohibiting unfair acts and practices still apply (Brannon, 2019). Because the algorithms
built into online platforms require large amounts of data, including personal data, privacy protection
regulation such as the General Data Protection Regulation (GDPR) in Europe or the California Consumer
Privacy Act represents a significant part of the legal framework regulating activities of online platforms.
However, new regulations aimed at specific issues associated with the digital markets and especially large
online platforms have been proposed in Europe (European Commission, 2020a; European Commission,
2020b), in the USA (Brannon, 2019) and in other countries such as the United Kingdom, Japan, Korea and
India (Sokol and Van Alstyne, 2021).

At the EU level, two complementary regulations have been proposed that are aimed at dealing with some
of the issues and risks associated with centralization of the Web: a Digital Markets Act (European
Commission, 2020a) and a Digital Services Act (European Commission, 2020b). Primary objective of the
Digital Markets Act is to set a harmonized EU-wide legal framework that should ensure “contestable and
fair markets in the digital sector” (European Commission, 2020a). The objective of the Digital Services Act is
to set harmonized rules on provision of intermediary services (transmission of information in a
communication network, caching, hosting). More specifically, the Digital Services Act is aimed to set a
legal framework for “conditional exemption from liability of providers of intermediary services”, and for “specific
due diligence obligations tailored to certain specific categories of providers of intermediary services”, as well as
rules on the implementation and enforcement of the Digital Services Act (European Commission, 2020b).

Both acts were proposed at the end of 2020, and at the time of writing of this paper they still have a status
of a proposal. The aim of this paper is not to discuss the legal framework introduced by these regulations
or to analyse the legal framework with the aim of drawing conclusions about their possible impacts on

1 See, https://www.eff.org

2 See, https://webfoundation.org
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centralization of the Web. Nevertheless, the authors of this paper will discuss two aspects of the proposed
regulations in order to demonstrate their relevance as responses to centralization of the Web.3

As mentioned above, search engines significantly influence what information is presented to users as
responses to their queries (see, e.g., Fioriglio, 2015). The importance of algorithmic ranking, suggestions
and prioritization of information is recognized in the proposed Digital Services Act. Article 29 of the
Digital Service Act obliges very large platforms to inform the recipients of the service about the main
parameters used in their recommender system, and to provide functionality that would allow the
recipients of the service to select and to modify their preferences regarding the relative order of
information presented to them (European Commission, 2020b).

Fioriglio (2015) also points out that search engines act as gatekeepers to digital information. The Digital
Markets Act (European Commission, 2020a) is designed to regulate only a specific set of services listed in
its Article 2, paragraph 2, called “core platform services”: online intermediation services, online search
engines, online social networking services, video-sharing platform services, number-independent
interpersonal communication services, operating systems, cloud computing services and advertising
services. The regulation would be applicable in situations where the core platform services are provided
by “gatekeepers”. Conditions under which a provider of the core platform service would be considered as
a gatekeeper are stated in the Article 3 of the Digital Markets Acts (European Commission, 2020a).
Discussing these conditions is beyond the scope of this paper. However, the use of the term “gatekeeper”
indicates recognition of the central role that large service and platform providers play.

Given the proposal status of the above-mentioned regulations, their impact on the Web is yet to be seen.
However, some warn that regulations targeting large platforms and technology companies are not
without their own risks. For instance, Sokol and Van Alstyne (2021) point out that growth of online
platform providers and benefits for their users are driven by network effects and that the recommended
changes to the antitrust laws in the USA could potentially undermine them, which can in turn negatively
impact the users of the platforms. Marciano et al. (2020) argue that digital platform economy is complex,
and that regulation of digital markets must consider the business model based on exchange of data for
free services and the "ability of reaching efficient outcomes similar to a perfect competition context, but—
differently from perfect competition —obtained by internalising and exploiting information about preferences and
willingness to pay of each customer". However, they add that what could be considered as positive from the
efficiency perspective may not be desirable from a competitive and social perspective.

6 Different Shades of Re-Decentralized Web

As the previous sections suggest, the current state of the Web can be described as centralized. However,
re-decentralization cannot be achieved in terms of initiatives and regulations alone. Similarly, it cannot be
said that offering alternatives to existing global services will automatically lead to market fragmentation
and the mentioned “centres of power” will be transformed into smaller, competing entities. However, the
new, smaller entities can prevail, for example, by meeting the demand for more privacy for end users of
the Web.

The re-decentralization can be viewed from several points of view. The main current trends could be
characterized as the privacy imperative and the development of technologies for decentralized Web
platforms and applications.

3 These two aspects should be viewed as examples. The legal framework set by the Digital Services Act and the Digital Markets
Act would be more complex and cannot be reduced to the two points mentioned here.
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6.1 User privacy

The right to privacy is one of the fundamental human rights (United Nations, n.d.). According to the
Charter of Fundamental Rights of the European Union, individuals have an explicit right to the protection
of personal data concerning them (European Union, 2000). Requirements to ensure anonymity and
security of users are also in line with the ideas of Crypto Anarchy (May, 1992). However, due to the
widespread adoption of the user tracking and monitoring, there is a growing importance of technologies
that can help to protect these fundamental rights.

6.1.1 User tracking prevention

The first partial requirement for ensuring the privacy of users is to prevent tracking of their movement
over the network. Everyone has certainly encountered the consequences of this tracking, for example in
the field of advertising. Theoretically, the simplest solution to prevent tracking while browsing the Web
content is to ban so-called third-party cookies. Many major web browsers already apply a certain degree
of blocking. For example, Firefox turned on enhanced tracking protection in the autumn of 2019 (Wood,
2019). A similar effort can be registered with Google Chrome and browsers built on its open-source
version Chromium. According to current plans, the date of their final ban is in 2023 (Bohn, 2021).
However, Google is a big provider of advertising, and is trying to find a way to target it. This should be
possible without identifying a specific user, using partial anonymization. The current, relatively
controversial solution is a proposal of the technology “Federated Learning of Cohorts” — FLoC. FLoC
should group web users according to their similarity and allow ads to be targeted according to the
characteristics of these groups. Technically, however, the monitoring would be changed to first-party
instead of third-party — data on user behaviour would be analysed directly by the browser. Anonymizing
user data would certainly be beneficial (Langheinrich, 2021), but given the unfriendly acceptance of this
proposal by other browsers, this would de facto contribute to increasing Google’s dominance (and thus
centralization of power) in the field of advertising. Even FlocID could also be used for tracking (Rescorla,
2021).

Another level of user tracking prevention is hiding all network traffic by hiding the connection itself, or
even moving web content to so-called Darknet. The best-known variant is the Tor Project (2021). Tor
Browser not only blocks the common tracking mechanism, but it also allows the retrieval of Web content
that is not addressable via common DNS servers. A specific of the Tor network is support for so-called
“Onion services”. These allow accessing web content using alternative names derived from the encryption
keys of the network nodes. (Burda et al., 2019) Research has appeared in recent years showing that the
anonymity of Tor users may not be fully guaranteed due to the possibility of reconstructing of used
private encryption keys (Kadianakis et al., 2018). However, the analysis (Sanchez-Rola et al., 2017) shows
that a significant number of websites hidden in the Tor network use external resources, especially scripts,
that can be used for the user tracking.

Another alternative for hiding network communication are also VPN networks and encryption of the
content of communication. VPNs can be used to circumvent local restrictions on global services while
limiting user tracking by hiding their true IP address. Examples of such networks are NordVPN
(NordVPN.com, 2021), Browsec VPN (Browsec LLC, 2021) or VPN networks integrated in some antivirus
and security solutions. ProtonVPN (Proton Technologies AG, 2021a) also integrates with the Tor
anonymity network and also provides access to Onion websites. Browser creators also work on own
solutions, e.g., Mozilla VPN (Mozilla Corporation, 2021).

When it comes to encrypting communications, most websites now use https security. This improves the
security of transmission through network elements, but it is not sufficient to prevent all scanning of users’
content. Therefore, end-to-end encryption services are being developed. They concentrate not on static
web content but on other web services — mainly e-mail and communicators. Examples are the encrypted

https://doi.org/10.18267/j.aip.169 360



Acta Informatica Pragensia Volume 10, 2021

e-mail providers Tutanota (Tutao GmbH, 2021) or ProtonMail (Proton Technologies AG, 2021b). These
solutions are also an aim of research (Kobeissi, 2018). An example from the category of communicators is
Signal (Signal, 2021). This communicator became famous due to a tweet by Elon Musk on migrating his
communication from WhatsApp to Signal in January 2021 (ETtech, 2021).

It can be said that, with conventional tools, a certain degree of anonymity can be achieved and users may
be released from potential liability for their behaviour on the Web monitored by state institutions (Jordan,
2019; Zhuo et al., 2017; van Hardeveld et al., 2017).

6.1.2 Authentication, user identity

Although the privacy imperative is strong, identification of users is indispensable in many contexts. To
use selected web service or platform, users need to be authenticated for access to their own data and for
interactions between “anonymous” users. Anonymous authentication is the opposite of authentication
guaranteed by the state or large institutions that join the online identity with a real person. In this regard,
it was possible to register a new wave of pressure on anonymous online identifiers in connection with the
tracking of people in the context of the COVID-19 pandemic (Halpin, 2020).

One of the variants of user identification can be found in the use of blockchain. For example, in the case
of trade in cryptocurrencies, end "wallets" are marked with own identifiers, but these identifiers are not
mappable to identities of real persons. Each user can generate their own wallets. The validity of
transactions between wallets is verified by the community and recorded in the blockchain. Similar trends
can be found in the field of authentication of users of web applications as well as on the Internet of Things
(Durand et al., 2017). A subject of current research is the development of standardized protocols to ensure
authentication — for example, the “DAuth protocol” based on Ethereum (Patel et al., 2019).

The “W3C Decentralized Identifier Working Group” plays an important role in the field of
standardization (W3C, 2021). Its goal is to design a structure for Decentralized Identifiers (DID) by the
end of 2021, as well as a relevant URI scheme and a set of requirements for the use of decentralized
identifiers and their standardization. The proposal should lead to a generally valid "self-sovereign
identity". Nevertheless, regarding the collection of identities in directories, there are criticisms as to
whether this proposal will not lead to "identity totalitarianism" (Halpin, 2020).

The activities of the W3C Working Group are not the only efforts to develop decentralized identities.
Another example is the Decentralized Identity Web Directory (Decentralized Identity, 2021). In connection
with the semantic web, identities cooperating with it are also developed, e.g. “webID” (Faisca and
Rogado, 2016).

6.1.3 Payment for services

In particular, the younger generations are aware that their right to use personal data is limited in favour
of global platforms (de Andrade and Monteleone, 2013). On the other hand, from a web service provider's
point of view, this is a kind of indirect payment for using its service. If this indirect payment will not be
available, it will be necessary to look for new business models and for ways to enable direct payment for
services. In case this will be done to prevent user tracking, anonymous payment methods must be
supported. Therefore, it is impossible to use, for example, common payment gateways for payment cards.
For the possibility of anonymous payments, cryptocurrencies become a phenomenon (Ban et al., 2019) -
e.g., Bitcoin (Nakamoto, 2008) and its alternatives. There are several dozen actively traded and used
cryptocurrencies — Ethereum, LiteCoin, etc. (Binance, 2021), and more may occur.

From an economic point of view, cryptocurrencies can in principle be viewed as a commodity, while the
price of cryptocurrencies is relatively volatile in many respects. Compared to stocks, investing in
cryptocurrencies is relatively riskier (Lahmiri and Bekiros, 2020). Despite this instability and the
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impossibility of a simple direct comparison with state-guaranteed currencies, cryptocurrencies are
becoming increasingly popular, mainly due to their anonymity and independence from trust in the state.

There is also one interesting alternative that should be mentioned — Brave Browser. This browser places
great emphasis on the user privacy while blocking data-grabbing ads and trackers. At the same time,
however, it seeks to offer an alternative business model for web service providers. Brave Browser users
are rewarded for watching ads with a crypto-currency BAT, which they can then use to support their
favourite portal or service. (Brave, 2021)

Cryptocurrencies could be one way for the future of anonymous payments on the Web. However, at least
in some countries, their future is highly uncertain as states seek to influence the cryptocurrency market,
tax it, and at the same time prevent a simple capital outflow from the country (Xie, 2019). China has gone
the farthest in restrictions for cryptocurrencies. After several partial bans, cryptocurrencies were banned
completely this year. All cryptocurrency transactions are prohibited, also as providing of the related
services. Official sources refer to ecology, but there will certainly be more reasons. The cryptocurrency
ban on one of the largest markets also affects the global cryptocurrency trade, affecting, for example, the
well-known cryptocurrency exchange Binance. (Wolf, 2021; Tidy, 2021)

6.2 Decentralized platforms and applications

In order to mark the Web as decentralized, it is not enough to imagine some alternative platforms to the
main players on the market (e.g., an alternative to Facebook). It is necessary to give developers an
opportunity to develop natively decentralized applications and users to have full control over their data.
To meet these requirements, it is necessary to provide support for decentralized user authentication
(already described in 6.1) and support for decentralized data storage and access to them. For this purpose,
blockchain technologies are now increasingly used, often in cooperation with peer-to-peer networks.
Alternatively, technologies known from the semantic web — RDF and Linked Data — are also used.

6.2.1 Decentralized social networks

Decentralized data storage and especially sharing of data among users is still problematic. As already
mentioned in Section 4.2, people start to use a social network because their friends are already using it.
Users usually do not want to share their own data with absolutely everyone. They want to share their data
with members of their own social community. The problem is that users do not have control over how the
social network itself uses their data and where the data is stored. Another solution can be found in
decentralized social networks.

Probably the most popular of decentralized social network is Diaspora (Edwards, 2021). The users of this
network have full control over their data and can choose a concrete server where to store them. Besides
sharing content, users can contribute the computing resources, i.e., they can host a server used in this
network (called a “pod”). Although Diaspora has been able to build a global availability as well as to
attract attention of the research community, its popularity lacks behind its centralized counterparts
(Bielenberg et al., 2012).

Another example of a popular decentralized social network is Mastodon, which is, according to the
information on the official web, used by 4.4 million of users (Mastodon, 2021). Mastodon is an open source,
distributed, microblogging platform. This consists of many instances on which users can register or create
and host a new one. The individual nodes of the network are interconnected, the users can communicate
with each other across the individual nodes. Theoretically, the communication is open also for other
websites (independent of Mastodon) using the ActivityPub protocol. Nevertheless, “10% of instances host
almost half of the users, and certain categories exhibit remarkable reliance on a small set of instances” (Raman et
al., 2019). Re-decentralization of the web at the social level would probably require users and other web
participants to change their behaviour (Vojift et al., 2020).
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Furthermore, it is possible to find some smaller social networks centralizing their users in one place but
using decentralized or blockchain technology for user authentication and for data storage. Examples of
networks that use blockchain as part of their technology infrastructure are the blogging platform Steemit
(2021), which uses a STEM cryptocurrency, the social network PeakD (2021), which uses HIVE blockchain,
or the video streaming service DTube (2021), which is based on Avalon blockchain and the IPFS
decentralized file storage protocol.

6.2.2 Distributed web pages

From the point of view of many users, anyone can host anything on the Web, but this is not the case. There
are countries where even regular web services are blocked because they are not politically desirable
(remember the text about the Great Firewall of China). Using new technologies of the decentralized web,
websites can be hosted not only on regular servers that are easily hackable or disconnectable. The content
of a website can be hosted on an independent network, divided among its individual users. This approach
is a base for the functionality of ZeroNet. It is an open-source network that utilizes the BitTorrent network
and Bitcoin Wallet as an authentication solution. The data hosting is based on the peer-to-peer principle
and the websites can be found under .bit domain names using the Namecoin cryptocurrency. (ZeroNet,
2021)

Another notable technology platform for distributed websites under active development is the Safe
Network (Safe Network, 2021). According to the information on the official website, this project should
be just before the release of the first version. As with ZeroNet, this will be a serverless solution. The users
need to download an application that allows access to Safe Network content. Then the application (in this
case a specific web browser) also hosts some parts of the network data. At the same time, the Safe Network
should also provide a new business model. For providing the storage and the connectivity, individual
nodes will be rewarded with a cryptocurrency that drives the network.

6.2.3 Platforms for development of decentralized applications

Distributed storage of content is attractive for websites, social networks, but also for many other
applications. In this area, many companies and initiatives see a potential future business advantage. For
example, blockchain technology and smart contracts can be used not only for the cryptocurrency trade
itself, but also for storing other, application data. The beginnings of further uses of smart contract
technology relate to Ethereum. It is not only a cryptocurrency, but also an open-source computing
platform, presented with Ethereum Virtual Machine (EVM). (Hirai, 2017; Ste, 2021) In addition, it enables
financial contracts, bets, digital token issuance, decentralized file storage incentivization or voting systems
(Buterin, 2016), and Ethereum blockchain is also used in the field of IoT (e.g., Huh et al., 2017). Similar
functionality can be found in several frameworks that facilitate the development of decentralized
applications, for example, Tron Network (TRON Foundation, 2018), which is a decentralized blockchain
platform based on the Tron cryptocurrency.

Another alternative is Stacks (Stacks, 2021), based on Bitcoin. It is a framework facilitating the creation of
decentralized applications. It supports user authentication, smart contracts as well as data storage using
Gaia Storage. Similarly, the newly developed NEAR Protocol (NEAR Protocol, 2021) can be mentioned.

Another project that should not be overlooked is called Solid, developed by the MIT Decentralized
Information Group led by Tim Berners-Lee and Lalana Kagal (Decentralized Information Group, 2021).
Solid is a solution that allows user authentication using Webld or an identity provider of their choice and
then storage of user data in decentralized “Solid Pods”. This framework is used in dozens of different
applications (Solid, 2021; Mansour et al., 2016).

Regards to the wide range of decentralized web technologies, it is also possible to come across projects
addressing new technological challenges associated with the development of decentralized applications,
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e.g., (de)centralized search in data on the decentralized web (Presearch.org Global Limited, 2021; Trattner
et al., 2012) or interoperability between different blockchains (Web3 Foundation, 2021).

7 Conclusions

The aim of the paper was to describe how the Web has evolved over time and to present a view on its
development from the perspective of centralization and the responses triggered by this centralization.
From a technical solution for sharing information over the Internet, the Web has evolved into a socio-
technical phenomenon. The Web is currently an integral part of lives of billions of people, and it affects
their habits and social ties. In order to understand how the Web has evolved up to the present, and in
which directions it could possibly develop in the future, the authors of this paper described versions of
the Web and how these versions are perceived by different authors. It can be agreed with Barassi and
Treré (2012) that the individual versions of the Web cannot be perceived as follow-up stages. Individual
versions of the Web are associated with certain technologies; however, technologies associated with
different versions of the Web are actively used.

As opposed to Web 1.0, Web 2.0 can be characterized by increased interactivity and significant
involvement of users in creation of web content. Users are clustered around a relatively small number of
platforms provided by large, global companies. This concentration of users itself is not necessarily
negative, but the users often cannot fully control their data and they cannot easily transfer them between
platforms due to technical barriers and network effects. This puts the platform providers in a powerful
gatekeeper position where they can analyse also as influence behaviour of Web users.

Centralization of the Web around a small number of global platforms has provoked several reactions,
either from organizations and initiatives seeking to restart the Web and re-decentralize it, or from states
acting within existing legal frameworks, and also proposing new legislation aimed at regulating large
online platforms. In the context of centralization and decentralization of the Web, online privacy has
gained significant attention. An imperative to protect privacy in the digital world has already created
opportunities for privacy-oriented applications and services such as web browsers, search engines or e-
mail services to attract users. These privacy-oriented applications and services together with decentralized
platforms and applications create alternatives to existing large platforms.

The General Data Protection Regulation (GDPR) or the California Consumer Privacy Act can be seen as
regulatory responses to the privacy imperative. The Digital Markets Act and the Digital Services Act
represent examples of newly proposed legislation aimed at regulating the digital markets. However,
views on the impacts of these regulations on the digital markets are not unified. For instance, Marciano et
al. (2020) argue that the business model based on exchange of data for free services should be considered,
and that effects of the regulation positive from the competitive and social perspective could be negative
from the efficiency perspective, and vice versa.

Technologies such as peer-to-peer networks or blockchain enable development of truly decentralized
applications. However, availability of such technologies and applications will not immediately lead to a
shift towards a more decentralized or re-decentralized Web. Technologies can act as an enabler of a re-
decentralized Web; however, significant changes at the socio-economic level would be required as well.
Companies developing and adopting these technologies would have to change or adapt their business
models to keep profitable. Re-decentralization of the Web would also require a shift in user mindset and
behaviour. Especially, increased awareness of how their data is monetized would have to go hand in hand
with the increased preference to control who can access their data, and how and when the data can be
used.

Future development of the Web will certainly be a subject of further research, not only from the
technological perspective, but also from the sociological and psychological perspectives. Automated web
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content processing powered by artificial intelligence, smart assistants, blending of the physical and the
digital world, and the new regulations will bring new practical problems and research questions. One of
the possible future directions in the development of the Web could be a highly decentralized Web where
data would be stored in redundant decentralized nodes. This could go hand in hand with obligations to
encrypt personal data that could be further amplified by the voice of the users who would appreciate real
control over their data. From the regulatory point of view, these developments could add to the dilemmas
arising from conflicts between the rights of individuals (e.g., the right to privacy) and legitimate interests
of the society or states, such as the role of a state to ensure public safety and to enforce active legislation.
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