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Abstract

The integration of digital technologies into political processes represents a pivotal shift in the
operational dynamics of political parties, highlighting an evolution from traditional to digital
platforms. This transformation offers greater member engagement and decision-making transparency
while also introducing new challenges in terms of security and control. This study presents an
analytical overview of the Helios voting system as implemented by the Czech Pirate Party, used not
only for primary elections, offering a critical examination of its operational framework, security
measures, verification processes, and implications for intra-party democracy and member engagement.
The Czech Pirate Party's engagement with Helios exemplifies a broader trend toward digitalization
within political organizations, reflecting both the potential benefits and inherent challenges of such
technological adoption. Drawing on theoretical insights from the literature on political party
transformation in the digital age, this article assesses how i-voting systems like Helios can potentially
enhance or detract from internal democracy. The discourse around digital platforms is nuanced,
revealing opportunities for increased democratic engagement alongside risks of enhanced
centralization and control. Empirical data from a survey of the Czech Pirate Party's membership base
provides insights into perceptions of the Helios system's usability, security, and its impact on
democratic processes within the party. The study further investigates Helios's technical aspects,
focusing on its security protocols, verification mechanisms, and governance structures related to data
and platform ownership, to understand its implications for electoral integrity and party governance.
The research aims to contribute to the dialogue on e-voting platforms, highlighting the need for a
careful balance between embracing technological advancements and upholding democratic principles.

Keywords

E-voting; Remote voting; Internet voting; Czech Republic; Primary election; System evaluation;
Helios; Open-Source; Standards; Digital Party.

Citation: Martinek, T., & Maly, M. (2024). Evaluation of the I-Voting System for Remote Primary Elections of the Czech Pirate Party.
Acta Informatica Pragensia, 13(3), 395-417. https://doi.org/10.18267/;.aip.249

Academic Editor: Zdenek Smutny, Prague University of Economics and Business, Czech Republic

Copyright: © 2024 by the author(s). Licensee Prague University of Economics and Business, Czech Republic.
This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution License (CC BY 4.0).


https://doi.org/10.18267/j.aip.249
https://www.vse.cz/english/
https://orcid.org/0000-0002-4295-0886
https://orcid.org/0000-0002-4782-2672

Acta Informatica Pragensia Volume 13, 2024

1 Introduction

Since the 1990s, political parties around the world have been experiencing an organizational crisis, the
biggest symptoms of which are the decline of the membership base and intra-party mobilization
(Gerbaudo, 2019). Digital participatory technologies offer a way to easily and cheaply draw citizens'
attention to and engage with intra-party events. One such trend is the use of internet-based voting systems
for political party personnel elections that include primaries. This trend has been amplified by the COVID-
19 pandemic due to the increased need for remote communication.

In the Czech Republic, the Czech Pirate Party uses the Helios system combined with in-house developed
systems and other open-source software to organize personnel elections via the Internet for its members
(Martinek & Forytek, 2022). Other Czech political parties, including the Greens and the Mayors and
Independents, have also used Internet voting for their primaries. The Public Affairs party used online
voting to approve their positions and actions by registered members (Cirhan & Stauber, 2018). The Czech
legal system does not exclude the possibility of conducting personnel elections remotely using online
tools. Under the Act on Association in Political Parties and Political Movements (Czech Republic, 2024), it
is necessary to comply with Section 4, which requires democratic statutes and democratically constituted
bodies. Each political party and other entities can adapt their statutes and bylaws to make use of remote
electronic voting. The Act (Czech Republic, 1995) regulates elections to the Chamber of Deputies and
other public authorities, which exclude the use of remote electronic voting. Within primaries, the primary
regulation is the political party's electoral code.

This article aims to analyze the i-voting system of the Czech Pirate Party through the lens of democratic
and technical norms using mixed methods. The article is structured as follows: after the introduction, we
present a literature review on i-voting systems in political parties, followed by a review on the security
analysis of i-voting systems. Subsequent sections outline the research objectives, data, and methods. The
results and analysis are then discussed, leading to the discussion and conclusion. This article seeks to
enhance the debate on the use of i-voting systems within political parties.

Our primary objective is to evaluate the Helios Voting system in combination with other party systems
through analysis and primary research, addressing its benefits, risks, and security issues in the context of
Internet voting systems used by the Czech Pirate Party, not only for its personal elections. We aim to
evaluate the complex system according to a defined framework and verify the parameters and the entire
i-voting system based on user experience. This paper contributes to the ongoing debate on voting systems
in political digital parties (Deseriis & Vittori, 2019; Gerbaudo, 2019; Vittori, 2019).

The specific objectives of this study include describing the use of electronic voting systems by Czech
parliamentary parties, with a detailed description of the system used by the Czech Pirate Party; evaluating
voters' perceptions of remote electronic voting and its impact on intra-party democracy within the Czech
Pirate Party; and contributing to the academic and practical discussion on the advantages and
disadvantages of i-voting systems.

1.1 Theoretical background on the use of voting systems in intra-party democracy
of political parties around the world

The first use of Internet voting in a primary election is considered to be the 2000 US Democratic Party
presidential primary in Arizona (Solop, 2001). In Spain, at least 12 political groups, including Citizens,
Comuns, CUP, Democrates, TEAM, ERC, ICV, JxCAT, Podemos, PSOE/PSC, SI and UPyD, have used the
internet for their staff elections. Spain's intra-party democracy is regulated only very generally, with no
minimum requirements for electronic voting systems. Article 6 of the Constitution recalls that political
parties 'express political pluralism, participate in the formation and expression of the will of the people
and are an essential instrument of political participation'. As a counterpart to such activities, the
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Constitution emphasizes that "its internal structure and functioning must be democratic" (Barrat i Esteve,
2022).

The parties Podemos (Mikola, 2017) and Compromis used the nVotes voting system, as did the Norwegian
political party Sosialistisk Venstreparti (Agora Voting, 2023). France makes a strong distinction between
state-organized voting (referendums and elections) using only paper and other types of voting-related to
internal representation in private companies, trade unions, political parties, or institutions, which can also
take place remotely electronically. As of 2017, at least 245 companies and institutions have used the
Neovote system in France for internal elections. In the primary party election of the French presidential
candidate, 3 of the 5 main political parties used the Neovote system. Those are the primary for Les
Républicains, the Primaire de 1'Ecologie, and the Primaire Populaire (Blanchard et al., 2022). In France,
Neovote clients also include the Mouvement démocrate, En Marche! and the Parti radical valoisien
(Neovote, 2024).

The implementation of i-voting systems within political parties can be categorized into two groups. The
first group consists of parties that have adopted i-voting systems in response to a crisis, typically poor
electoral outcomes. These are generally traditional social democratic and socialist parties (Musella, 2023;
Raniolo & Tarditi, 2020). The second group consists of so-called digital parties, which have utilized i-
voting systems since their inception (Gerbaudo, 2019). Digital parties are characterized by replacing
traditional organizational structures with online participatory platforms and communication. They aim to
replace traditional local branches with online meetings, simplify party membership through online
registration, and enable all registered members to vote on internal party matters. The digital infrastructure
aims to reduce the costs of party organization and attract new members. Examples of these parties include
the aforementioned Podemos and the Movimento 5 Stelle.

However, current research shows that although Podemos initially presented itself as an inclusive protest
party, the ability of members to propose any initiatives for intra-party voting was severely limited due to
the high threshold (support from 10% of the membership base) (Deseriis & Vittori, 2019). In Italy, the
Movimento 5 Stelle (Von Nostitz & Sandri, 2021) is a political party known for its use of online voting, but
it has faced criticism due to its lack of transparency and the complex architecture of the system that
precludes horizontal interaction between users (Mosca, 2020). Furthermore, the platform is managed by
an external company, and the party has no control over it (Deseriis, 2017).

1.2 Theoretical background on the use of voting systems in the intra-party
democracy of Czech political parties

In the Czech Republic, the Czech Pirate Party has been using the PhpBB forum since its inception, which
since 2016 has gradually been replaced by the Helios Voting system linked to other party information
systems (Martinek & Forytek, 2022). The Greens used the Belenios system (Jebava & Masare, 2020), thus
building on the European Green Party standard (Lanzone & Rombi, 2018). Mayors and Independents for
the 2021 primary election used the electronic voting system Polls built on NextCloud, which would hardly
meet the basic requirements for vote secrecy because it stores votes in an unencrypted form in the
database.

Historically, among the parliamentary parties, we can also mention Véci vefejné, which used a system
managed by NetServis for Internet voting (Kopecky, 2010). In the context of the personal election of the
party chairman, approximately 800 supporters out of approximately 6,000 voted in 2012 (Husarova &
Hromadka, 2012). In 2011, the TOP 09 party allowed delegates to vote for the party chairmanship via an
electronic system with a tablet-based voting system (TOP 09, 2024) in order to eliminate errors when filling
out the ballot (TOP 09, 2011).
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During the COVID-19 pandemic, the Green Party used an official installation of the Belenios system for
the staff elections, using members' e-mail addresses to prepare the voter list (Jebava & Masare, 2020).
Belenios (Cortier et al, 2019), which is based on the Helios Voting source code, also has some shortcomings
(Baloglu et al., 2021a), which the active development and academic community is trying to address
(Baloglu et al., 2021b).

1.3 Theoretical background on security analysis of i-voting system

Although the COVID-19 pandemic necessitated much greater use of remote communications, the
development of remote electronic voting has taken place in lower-profile elections rather than in
nationwide, politically binding elections. Currently, secret remote electronic voting is being used in
elections for academic institutions, associations, commercial companies, cooperatives or political parties.
Electronic voting is constantly addressing various cryptographic challenges (U.S. Vote Foundation, 2015),
security threats (Beurdouche et al., 2017), or balancing conflicting demands such as the requirement for
election integrity while ensuring voter privacy. Verifiability schemes for i-voting systems are examined in
terms of usability and user experience by Marky et al. (2021). The procedural components of i-voting
systems in Estonia, with an emphasis on controls related to procedural security mechanisms and measures
to ensure system transparency, are examined in Nurse et al. (2017). The importance of transparency of i-
voting systems is examined in a study by Agbesi et al. (2023).

In the context of secret electronic voting over the Internet, there are many parts of the entire voting system
that need to be trusted and secured - from the voter's device, to the network infrastructure, to the voting
system itself, including the actors involved. If a breach of integrity through an attack on the system is not
discovered until after the results have been announced, it is very difficult to remedy the situation. Remote
voting takes place in an uncontrolled environment where voter influence can more easily occur. Historical
experience with attempts to influence the results of traditional (Transparency International, 2014) and
electronic elections (Wolchok, 2012) is a constant reminder of the importance of the need to continuously
improve security measures throughout the system (Bernhard et al., 2012), where a breach of integrity
could have significant impacts on the whole society.

In order to increase voter confidence, it is important to evaluate the voting systems themselves and the
procedures by which the election is conducted. Even so, only a few papers have addressed the evaluation
of voting systems. In 2015, the IEEE did reactivate the 1622 Committee on Voting System Standards (Wack,
2014), but the result was only a set of recommendations. The Council of Europe produced
Recommendation CM/Rec(2017)5 on e-voting standards (Council of Europe, 2017), which is non-binding
for members, including the Czech Republic. To date, the Council of Europe e-voting standards remain the
most important intergovernmental resource in this area. While these recommendations are not binding,
several Council of Europe member states, such as Norway and Switzerland, have voluntarily adopted
them. In Estonia, these standards have been referred to by the Supreme Court, while in Belgium they have
been used as a benchmark in the evaluation of e-voting. The Committee of Ministers of the Council of
Europe adopted the updated standards on 14 June 2017 under CM/Rec(2017)5 (Rodriguez-Pérez, 2022).

The Helios Voting system (Adida, 2008), which is also used by the Czech Pirate Party, has been evaluated
from a cryptographic point of view by academics (Marcos del Blanco & Gasco, 2019; Panizo Alonso et al.,
2018), who, however, focused only on a general evaluation of the software without evaluating the specific
deployment of the system, which may be additionally modified for individual implementations.

In addition to the cybersecurity of the software itself, i-voting systems should be evaluated
comprehensively in terms of ensuring the integrity of the entire election as stated by Garnett & James
(2020) who define three basic principles for evaluating electoral integrity: opportunities for deliberation,
equality of participation, robust electoral management quality. This paper focuses on a comprehensive
evaluation of the actual implementation of the system including technical standards, regulations, and
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fulfillment of democratic norms, which greatly expands the evaluation of the software alone to include an
evaluation of electoral integrity not only from a technological perspective. The evaluation of a specific use
case involving the whole selection process is described by von Nostitz and Sandri (2021).

2 Data and Methodology

The paper uses both qualitative and quantitative approaches for its analysis. Within the qualitative
approach, the Helios application in the version used by the Czech Pirate Party will be analysed on the
basis of materials from developers, professional articles, party statutes, internal party regulations, testing
the system by organising its own voting and examining the source code of the application. The
quantitative analysis will be based on data from a questionnaire survey conducted on a sample of 213
members and data from 207 intra-party votes.

The paper will use the analytical framework of von Nostitz and Sandri (2021) for its analysis. In their
analysis of Podemos and the Movement of 5 Starts, they divide the analysis of voting platforms into two
parts: democratic norms and technical standards. Democratic norms contains 5 indicators that, according
to the authors, allow understanding the limits and possibilities of participation in the decision-making
process. These are specifically participation, representation, competitiveness, transparency and
responsiveness. Technical standards contain 4 indicators, namely: security, verification process and
secrecy, data ownership and control. For each indicator, the results of both quantitative and qualitative
analysis will be used. Using this methodology, it will be possible to comprehensively understand the
digital democratic affordance of the i-voting system (Deseriis 2023).

2.1 Case description

The Czech Pirate Party, founded in 2009, has established itself as a notable political entity in the Czech
Republic, emphasizing transparency, direct democracy, and digital rights. The party employs digital tools
and online voting systems to enhance internal democracy and member participation.

Research highlights the party's strategic adjustments following its entry into the Chamber of Deputies in
2017. These adjustments involved refining their digital participatory practices to better engage voters and
streamline internal decision-making processes (Srovec, 2019). The party's use of online platforms for
congresses and internal deliberation is noted for broadening participation, although it presents challenges
in maintaining effective deliberative processes (Sarovec, 2022).

An analysis of the party's deliberative practices during the coalition formation in Brno in 2018 reveals both
strengths and limitations. The study indicates that while the Czech Pirate Party promotes inclusive
dialogue and collective decision-making, it faces challenges in ensuring all voices are effectively heard
within its digital framework (Vodova & Voda, 2020).

Additionally, the party's rise in popularity and its impact on Czech politics can be attributed to its
innovative practices and commitment to transparency. This commitment includes enabling broader
member participation in decision-making through digital tools, which has helped maintain a tech-savvy
and engaged electorate (Mortkowitz, 2019). In 2019, the party entered the European Parliament (Pink &
Folvarc¢ny, 2020). Currently, the party is represented in the government, Senate, House of Commons,
European Parliament, as well as at the regional and municipal level.

Overall, the Czech Pirate Party represents a significant case of integrating digital tools into political
processes, enhancing internal democracy, and engaging with a digitally-oriented voter base, making it an
important subject of study in the context of political science and digital democracy (Sarovec, 2019; Vodova
& Voda, 2020; Mortkowitz, 2019).
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2.2 Data collection

A quantitative approach was used in this study across several datasets. In order to evaluate the impact of
the digitization of decision-making processes on intra-party perceptions, an anonymous questionnaire
survey was conducted among members of the Czech Pirate Party with the approval of the Bureau of the
Czech Pirate Party. The draft questionnaire was tested with a group of respondents before it was finalized
and, based on the findings, was modified into its final form. For the survey, the ankety.pirati.cz platform
was used, based on the LimeSurvey application, where only Pirate Party members had access to the survey
via a unique URL sent in an e-mail invitation that allowed members to fill out the questionnaire once.
Responses to the survey were voluntary and anonymous, as stated on the survey homepage and in the
email invitation. The poll ran from 22 February to 14 March 2024. 213 members out of a total of 1,179 party
members completed the 19-question poll in full, a response rate of 18.6%. 16 research questions were Yes
or No answers, 3 questions were socio-demographic questions focusing on gender, age and educational

attainment.
Table 1. Data on respondents.

Data Category Number Percentage

Gender Women (F) 47 22,07 %
Man (M) 146 68,54 %
No answer 20 9,39 %

Age group 18-30 years old 27 12,68 %
31-50 years old 93 43,68 %
41-50 years old 56 26,29 %
51-60 years old 24 11,27 %
61-70 years old 11 5,16 %
71 years and over 2 0,94 %

Highest completed education High School 60 28,17 %
Bachelor's 27 12,68 %
Master's 97 45,54 %
Doctoral 13 6,1 %
Other 6 2,82 %
No answer 10 4,69 %

All members of the Czech Pirate Party were invited to participate in the questionnaire; given the low
number of members, the representativeness of respondents to the entire population is not addressed.
Detailed survey results by question are in Appendix A. For further findings, the aggregated groups of
answers for the given questions were analysed in relation to the answers to other questions. The research
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method of descriptive statistics with numbers is used for the results. The data are aggregated and then
interpreted verbally. Survey results are presented as percentages rounded to one decimal place.

In order to identify specific concerns and complaints about the system, on 2 June 2024 Pirates were asked
to fill out an anonymous questionnaire on the ankety.pirati.cz platform with 4 open-ended questions on the
Pirate Forum and in the Pirate communication application Zulip. Specifically, it was to elaborate on the
reasons for questions 12, 15, 16 from Appendix A and one question to freely define possible concerns. By
12 June 2024, 22 critical responses were submitted, the main findings of which are paraphrased in the
overall evaluation subsection.

Furthermore, an analysis of the voting history of the national Pirate Forum via the Helios system in the
years 2017-2023, since the Czech Pirate Party entered the Chamber of Deputies, is used. The analysis
follows both types of voting, i.e. personal elections and referendums. Personal elections include elections
for party bodies, expert unions and candidates for elections. Referendums then include areas such as
changes to the statutes, programmatic positions or joining a coalition. The analysis focuses on turnout in
intra-party voting. Due to the large number of votes (n =207), the data will be averaged for each year. The
aim is to see if the quality of the vote (Deseriis, 2021) is sufficient to keep the average turnout stable over
time.

2.3 Methodology for evaluating election turnout

Turnout (T) for each voting event is calculated using the following formula:

T = (%) X 100 1)

Where:

e Tis the turnout in percentage,
e Vis the number of voting members,
e M is the total number of eligible voters (members).

To calculate the average turnout (Twg) for the entire year:

vg — n

Topo = Zi T @)

Where:

e Tiis the turnout for the i-th voting event in the given year.
e nis the total number of voting events in the given year.

Turnout is calculated as the percentage of voting members out of the total number of eligible voters for
each individual voting event. For each year, turnout is averaged separately for personal (denoted in Figure
1 primary) elections and referendums (denoted in Figure 1 consultations). Average turnout is a key
indicator of party members' participation in voting. Higher turnout may indicate higher member
engagement and higher adoption of the electronic voting system. Conversely, low turnout may indicate
the need for adjustments in the system or in the approach to member mobilization.

The trend in turnout determines whether the participation of Czech Pirate Party members in intra-party
voting shows an increasing, decreasing or stable tendency during the analysed period. A linear regression
(Montgomery & Runger, 2010) is used to calculate the turnout trend, where the independent variable (x)
is the years and the dependent variable (y) is the average turnout (Twyg ) for each year. The linear regression
equation has the form:
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y =a + bx ®)

Where:

e yis the average turnout,

e xis the year,

e g there's an intercept,

e bis the slope, which represents the change of the tour per unit time (year).

The regression coefficients a and b are calculated by the following formulae:

h = Il (xy) =2t Xi 2L,V 4)
- 2
”2?=1xi2_(z?=1xi)

Where b tells whether turnout is increasing or decreasing on average each year and a:

a = Z‘yi—nbxxi (5)

Where:

e nis the number of years,
e xiis the i-th year,
e yiis the average turnout in the i-th year.

2.4 Methodology for assessing the correlation between questions

Volume 13, 2024

Correlation analysis (Lee Rodgers & Nicewander, 1988) was used to analyse the dependencies between
the questions in the dataset (Martinek & Maly, 2024). Yes responses were converted to a value of 1 and No
responses to a value of 0. The correlation matrix was calculated using Pearson's correlation coefficient

(Pearson, 1895). This coefficient measures the strength of the linear relationship between two variables.

The resulting coefficient can take values from -1 to 1, where:

¢ 1 means perfectly positive linear dependence,
¢ (0 means no linear dependence,
¢ -1 means perfectly negative linear dependence.

The formula for the Pearson correlation coefficient r is:

. n(xy) — Gx)Q2y) ©)

JInZx® — C0)?mEy* — ()7

Where:

e nis the number of pairs of values,
e x and y are the individual values of the two variables.

To interpret the results, a heatmap of the correlation matrix for the 16 research questions from the dataset
is used to provide an overview of the interdependencies between the responses, which are numbered in
order from Appendix A. The Pandas 1.4.0 library for the Python programming language was used for
data analysis, and the heatmap was generated using the Python library Matplotlib 3.4.3 using the Seaborn

0.11.2 library.
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3 Results and Analysis

3.1 Evaluation of the election process by the Helios Voting system of the Czech
Pirate Party

Prior to the implementation of the Helios Voting system, the Czech Pirate Party used a polling system
integrated into the phpBB discussion system, where the votes cast are not encrypted in any way and
anyone with access to the database could see how each member voted. Currently, this polling system is
only used to get nomination support and other less important votes. All major votes involving the election
of the Bureau and members of other party organs, primary elections to fill nomination lists, recalls from
Pirate Party elected positions, or referenda to change the constitution and the like are already conducted
on the Helios Voting system, which uses homomorphic encryption to ensure the secrecy of the vote (Adida
et al., 2009). The National Forum elects its candidates for the Euro elections, candidates for the post of
Euro Commissioner, President or for the Pirate Party International organs in the primaries. Regional
forums elect candidates for regional elections, parliamentary elections, senate, or nominees for national
party bodies, or they can use Helios for local association primaries.

3.1.1 Regulations

Most party regulations, from the statutes to the election rules, are written without regard to the method
of election, whereby an online election must be accommodated in the same way as a traditional paper-
based election. The bylaws only briefly mention that voting shall be done electronically, by
correspondence if possible, and with an extended voting period. The Rules of Procedure issued by the
Republic Committee mention the basic requirements for Internet voting. The regulation that specifically
establishes Helios as the system for secret ballot elections is the Decree on the Proceedings of the National
Forum issued by the Party's Administrative Department. The Helios system is set out in the Principles for
Secret Ballot Voting, including other basic requirements for the voting procedure. These are not detailed
security requirements, as the policy originally regulated only unencrypted voting through a poll at the
forum. All party regulations are available on the Pirate Wiki (Martinek & Forytek, 2022).

3.1.2 Democratic norms for i-voting

Participation: The largest number of voters participated in the second round of the 2021 Helios election
for party chairman in the personnel elections, with 948 members voting out of 1,232 voters and a 76.9%
turnout. The largest number of voters in any election was in the 2021 Cabinet approval process, where
1,082 voters out of 1,193 participated with a 90.7% turnout.

Between 2017 and 2023 (since the Czech Pirate Party entered Parliament), 207 national votes have been
launched. Of these, 118 were referendum-type votes and 89 were personnel-type votes. The overall
average turnout was 34.22%, 30.66% in referendum-type votes and 38.95% in personal elections. Average
turnout in both types of votes has been increasing over time. Thus, participation is stable or not declining
over time, which was a problem for Podemos and Movement of 5 Stars, which experienced an initial boom
and then participation declined (Deseriis and Vittori, 2019).

Party members are admitted by local associations after a public vote of the respective Bureau. The identity
of party members is verified by regional coordinators and other authorized persons during physical
meetings by checking ID cards or other identification. In view of the establishment of both the eDocuments
digital ID card and the NIA (National Identification Authority) in the Czech Republic, there are demands
among members to digitise the identity verification process.

Helios is compliant with Web Content Accessibility Guidelines 2.0 A (Marcos del Blanco & Gasco, 2019),
which should allow visually impaired voters to vote independently. However, Recommendation
CM/Rec(2017)5 (Council of Europe, 2017) requires WCAG 2.0 AA level of usability (W3C Web
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Accessibility Initiative, 2023), which could be improved by modifying the design of the actual installation.
In the questionnaire survey, 86.9% of members found the Helios voting system intuitive. The Pirates
provide additional documentation to members on the website, including voting instructions, and the
Pirate Party's system is translated into the official - Czech language. In terms of election typology, Helios
only allows for elections based on vote counting, which excludes some alternative voting methods, as
offered by the Belenios system.

Average Turnout and Regression Lines 2017-2023
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Figure 1. Average voting participation of Czech Pirate Party members by year and type.

Representation: All party members have the right to vote in national votes. Direct democracy thus allows
the opinion of every member to be recorded, regardless of socio-demographic data. Any member can
stand for election, just as any member can nominate a non-member for the primary. Although the party is
male-dominated, with over 68.5% of men participating in the questionnaire survey, four women were
elected in the most recent election of the five-member presidency, indicating that the electoral process
does not impose barriers on the underrepresented gender. In the 2021 parliamentary elections, the average
age of the candidates of the Czech Pirate Party was the lowest of all parliamentary political parties,
remaining below 40 years, which was more than 9 years lower than the overall average of all
parliamentary political parties and movements (Bocek et al., 2021). The low average age of party members
is also demonstrated by the questionnaire survey, where 56.3% of respondents are in the under 40 age
category. The Czech Pirate Party does not use a quota system in voting. The average age of the survey
participants is also mainly among the young and middle generation. University graduates are also over-
represented among Pirate Party members compared to the average Czech population, with over 64.3% of
respondents having completed a university degree. Visually impaired or otherwise disabled voters should
be able to vote independently in online voting. In order to receive a nomination, candidates must by
default receive the support of a group of members, the size of which is calculated according to the
following formula:

a=2 *\x (7)
Where:

e arepresents a required number of the group of members who supports the proposal,
e _rrepresents a total number of members of the district (Martinek & Forytek, 2022).
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Competiveness: Each candidate must supply a publicly available candidate speech along with the
acceptance of the nomination, as well as have basic information about themselves completed. No funds
are provided to candidates in intra-party primaries. Candidates may present themselves at public
candidate introductions or on their own. During the election, a list of all candidates is displayed on the
Helios home page with links to their candidate speech and a personal medallion including a photo. The
list of candidates in the election part of Helios is sorted randomly for each voter.

In order to mitigate the risk of pressure and corruption, the Pirates allow the ballot to be cast repeatedly
until the election is over. Only the last vote cast is counted in the final results. However, according to the
evaluation with recommendation CM/Rec(2017)5 (Council of Europe, 2017), the system is not resistant to
coercion. As of February 2024, Pirates has deployed its own modification of the Helios system, which,
while still displaying the voter list during voting, only displays the voting hash for the registered voter
during the ongoing voting. As a result, information about the participation of individual members is not
displayed until after the voting has ended, which is intended to reduce pressure on non-voting members.

In the questionnaire survey, 63.9% of Pirates consider it appropriate in terms of credibility that a list of
voters with information about their participation be publicly available. 91.1% of respondents said they
were aware of the possibility of re-voting, 81.2% of respondents used re-voting. 24.4% of respondents
voted in the presence of a third person who could see the selected choice, only 2.4% of respondents voted
according to the preference of the third person in their presence. 21.6% of respondents allowed themselves
to be influenced by a third person when voting.

Transparency (and accountability): The foundation of open-source Helios systems is verifiability, where
secrecy is ensured by homomorphic encryption. Currently, there is no formal, universal definition for
E2Ev: End-to-End Verifiability because the associative and commutative operators are inaccessible to
symbolic analysis tools, which for example makes it impossible to analyze the following homomorphic
property as stated in (Cortier, 2015):

enc (pk;v1) * enc (pk;v.) = enc (pk;vi1+v2) ®)

where *and + are associative and commutative operators. Thanks to them it is possible to sum the contents
of votes (v: and v2) encrypted (enc) with public key (pk) without further decrypting them individually.

Voting on the Helios platform normally runs from 10:00 am on Friday to 8:00 pm on Monday, except
during the physical meetings of the national forum, when voting normally runs for an hour. Election
administrators may cancel and re-announce the poll based on a discovered error or other concerns before
the polls close. In the questionnaire survey, 61.5% of respondents said that the transparency of the electoral
system, including access to the source code, was important to them in terms of trust.

Responsiveness: The Pirates practice direct democracy, the results are accepted by the party leadership
and valid. The party's administrative department is responsible for the implementation of the results and
verifies that the elections are carried out in accordance with the regulations. The standard option is the
process of objecting to the presiding officer's procedure, whereby the immediate objection is decided by
consensus or by a counted vote. If the objection is rejected, or if, on the other hand, the inaction of the
responsible authorities appears arbitrary to some, they can appeal to the party's arbitration committee to
rule on the validity of the legal act. If someone suspects manipulation of the voting system or other
electoral fraud, he or she may take the complaint to the Party's Audit Committee, which should gather
evidence and refer the matter to the Party's Arbitration Committee for a decision. In the context of a
primary election, one can also approach the party's Republican Committee, which is in charge of electoral
supervision and can make a political decision to modify the candidate list. All decisions are then subject
to possible extraordinary review by the national forum. In addition to the primary elections, the Pirates
also allow other votes, including the possibility of recalling elected candidates or voting on the invalidity
of an election.
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3.1.3 Technical standards for i-voting

Security: The servers where the helios.pirati.cz installation runs are under the control of the party, the TLS
certificate from Let's Encrypt is used for encrypted connections, the source code of the system is
transparently published on the pirate Gitlab (Martinek & Forytek, 2022). For higher credibility, the voter
list is publicly accessible - after the election is over and with information about the voter turnout, which is
contrary to the recommendation CM/Rec(2017)5 (Council of Europe, 2017). The system is vulnerable to
attacks on the voter client, network infrastructure and phishing etc. (Bernhard et al., 2012). On the other
hand, it is a low-volume and lower-impact voting system; voting can also be postponed, which, for
example, in the framework of the CNIL recommendation (La Commission nationale de l'informatique et
des libertés, 2019), sets a medium level 2 risk level and thus less minimum security requirements for an
Internet voting system. The academic origin of Helios has subjected the system to independent audits by
the public and academic experts (Marcos del Blanco & Gasco, 2019).

According to the author of the system (Adida, 2008), Helios Voting is applicable for elections with low
risk of corruption or other manipulation and low number of voters, specifically, a limit of around 1000
voters is given, although after adding additional resources the Helios system managed to process over
4000 votes during the 2009 University of Leuven elections (Panizo Alonso et al, 2018). The Czech Pirate
Party has almost 1 200 members with the right to vote, and only one vote exceeded 1 000 voters, specifically
the party's system managed to process the results for 1 082 votes cast to approve participation in the
government. As part of the design of the election process, there is the possibility of dividing voters into
smaller groups, for example by region, thus allowing more voters to vote according to designated districts,
where the results can then be published simultaneously so that the groups are not influenced by each
other.

Helios does not allow you to submit a wrongly filled in ticket. On the other hand, the Pirates retain the
option to cast a blank ballot, which is considered a legitimate expression of the voter's will. In the
questionnaire survey, 53.1% of respondents said they understand the way votes are encrypted and privacy
is ensured in the Helios system, with only 13.2% concerned about breaking the secrecy of the vote.
Interestingly, 47.4% of voters would not mind if someone revealed how they voted.

o
Let's Encrypt

Helios

helies

Figure 2. Simplified scheme of the i-voting system of the Czech Pirate Party. Source: (Martinek & Forytek, 2022).

Verification process and secrecy: As part of eligibility, the Czech Pirate Party allows members to vote on
the Helios system, which it uploads to the voter lists via an API connection from its own Octopus system,
where an up-to-date register of members - eligible voters - is maintained. For authentication, members log
in via the Single-Sign On system Keycloak (Martinek & Forytek, 2022), where they can also enable two-
factor authentication. Voting information is sent to the party email alias name@pirati.cz, which forwards
the mail to the member's private email.
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Helios has a cast-or-audit approach for casting as intended, i.e., the voter can check his vote as many times
as he wants until he is convinced that Helios is trustworthy. For being recorded as cast, the voter receives
a hash of his encrypted vote, which he can later check in the electronic ballot box. The party uses the
current version of Helios version 3 with custom modifications (Bernhard et al., 2011). Since Helios version
2 (Adida et al., 2009), exponential El Gamal with homomorphic property is used for encryption. Finally,
for the recorded state, ElIGamal along with the Sako-Kilian mixnet (Sako & Kilian, 1995) are implemented
Zero Knowledge Proof (ZKP). As a result, Adida concludes that Helios is E2Ev (Adida, 2008) if the ballot
box and the voting authorities are honest. Otherwise, either party could irregularly add votes (Marcos del
Blanco & Gasco, 2019).

An example of a website with published election results is shown in Figure B1 of Appendix B. In the
survey, only 31% of party members actually verify the presence of the displayed tracking code in the
publicly accessible electronic ballot box.

Data ownership: the Helios system is provided free of charge without any guarantees based on the
Apache 2.0 license, so the party has only the costs of implementation, operation and maintenance of the
system on its servers. The party manages the personal data of its members through a self-developed
Octopus application. The party states that it handles personal data in accordance with the GDPR, with the
head of the administrative department (Pirates, 2022) as the proxy. After decryption, the aggregated
election results are displayed to all voters.

Control: Votes are encrypted by default with the Helios Voting system, which then uses ElGamal
homomorphic encryption (Pereira, 2016) to keep the vote secret, allowing the overall result to be calculated
without having to decrypt individual votes.

As part of the shared responsibility, the Pirates always use at least 3 party members as trustees for the
national vote, who together with the election server generate their own keys needed for the final
decryption and verification of the overall result. For county forum elections, the multiple trustees rule is
not always followed, which increases the risk of privacy breaches as well as reducing credibility.

The system runs on a server controlled by the party, which is located in the Czech Republic. Access to the
server is restricted to system administrators who have been authorised by the head of the Party's technical
department. The server is backed up. In the questionnaire survey, 89.2% of members are satisfied that the
Helios system is managed directly by the party.

3.2 Overall evaluation of the Czech Pirate Party's i-voting system

Overall, the Pirates rate the Helios system for their online voting positively, specifically 96.2% of
respondents believe that the Pirates should continue to allow electronic voting through the Helios system.
93% of respondents believe that their participation would decrease if online voting were replaced with
traditional paper voting during national or regional forum meetings. 98.6% of respondents believe that
remote electronic voting facilitates their intra-party functioning.

Other interesting findings include that 71.4% of respondents who are concerned about breaking the
secrecy of the vote do not understand the way the vote is encrypted in Helios. On the other hand, only
44.2% of those who are not worried about breaking secrecy do not understand the vote encryption system.
This indicates the importance of the need for sufficient awareness of the operation of the system.
Furthermore, respondents (3.8%) who do not want to continue using the Helios system from 87.5% do not
find the system intuitive and do not understand the way of vote encryption in the Helios system. Thus, in
addition to sufficient awareness, the User Interface of the system could also be improved.

The Helios system is based on all actors taking the maximum possible steps to verify their actions to ensure
the integrity of the election. The fact that only 31% of the members performed at least one verification of
the presence of a tracking hash in the ballot box may increase the risk of vote manipulation.
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The open-ended responses also repeatedly request that alternative voting methods be made available,
which, unlike the newer Belenios system, Helios does not offer. In terms of intuitiveness, respondents
criticise that voters are often unaware of the option to cast a blank ballot, which is essentially a vote against
all options. Elections with only one voting option often end successfully for that option. Respondents are
also concerned about breaking so-called perpetual privacy (Haines et al., 2023), as the system displays a
permanent tracking hash next to the voter's real name in the publicly accessible ballot box. With the
increasing power of quantum computers, the asymmetric cipher could be broken in the future (Bavdekar
et al.,, 2022), which would allow the ballots in the electronic ballot box to be declassified. Critical
respondents of Internet voting are also concerned about possible vote manipulation. Respondents also
condition the operation of the voting system aside from sufficient transparency.

Correlation Matrix of All Questions (Numbered)
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Figure 3. Correlation matrix of questions numbered in order from Appendix A.

In the correlation analysis, there is a strong positive correlation of 0.65 between awareness of the possibility
to vote repeatedly and the actual use of this possibility. Respondents who find the system intuitive often
support the continuation of e-voting, as reflected by a correlation of 0.43. There is a correlation of 0.3
between questions focusing on choice in the presence of a third person and choice according to the third
person's wishes. A recommendation might be to add a disclaimer at the beginning of the choice that the
choice of options must be made independently without the presence of a third person. The perceived
importance of the transparency of the voting system is moderately correlated (0.26) with the verification
of the tracking code after the vote is cast.

To assess the integrity of the entire electoral system of the Czech Pirate Party, the Garnett & James (2020)
framework can be used, which assesses three main principles. Within the Deliberative Opportunities
principle, it can be said that each candidate in the primary elections has the opportunity to promote
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himself or herself in the candidate and nomination speeches, where direct communication with voters is
possible through the Forum. The Pirates do not put barriers to candidacy, every member has the right to
nominate anyone and anyone who gets enough support gets the opportunity to run.

Under the principle of Equality of Participation, the election can be said to be direct, which ensures the
right to participate for every member of the Forum. The announced election through the Helios Voting
systems within the digital party, taking place at predetermined times, ensures that the election is accessible
to all voters with access to the Internet. With i-voting, similar to other voting systems, potential security
risks are present, including concerns about vote tampering, etc.

Under the third principle of Electoral Management Delivery, it can be stated that the method of election
seeks to be as transparent as possible. Even to the extent that displaying real names in the public ballot
box may compromise privacy. On the one hand, the system makes it impossible to cast an invalid ballot
by mistake; on the other hand, cases have been reported with the Helios system (Acemyan et al., 2014)
where the ballot is not completed even though the voter believes that he or she has cast the ballot.
Universal verifiability should provide a mathematical proof to guarantee the correct counting of the votes
cast (Adida et al., 2009). The system used entails low implementation and operation costs only within the
party's own technical department staff and the hardware used.

In general, the answers to the three basic questions of adoption, ownership and contingency planning
defined by Garnett & James (2020) can also be stated, where the Helios Voting technology is known to be
combined with other party systems, where the party is the operator of the technology and the owner of
the resulting data, and where any voter has the ability to contest an election in the event of a technology
failure or malfunction, just as the party's administrative department can call a rerun election.

4 Discussion

In the Czech Republic, political parties that emphasize direct democracy and greater member participation
are trying to make intra-party elections accessible through online voting. Parties such as ODS, Freedom
and Direct Democracy, ANO 2011 and others continue to let national staff elections be decided indirectly
by delegates through traditional paper ballots or by appointment based on leadership decisions. Also
because the Czech Pirate Party does not use a quota system in voting, nor does it create any inclusive
space for minorities (Lupato and Meloni, 2023), it is a relatively more inclusive system compared to
Podemos or the Movement of 5 Stars, which allows members to be more actively involved in intra-party
affairs (Deseriis and Vittori, 2019).

Due to the open source nature of the Helios system, it has been subjected to several security analyses
(Adida et al., 2009, Bernhard et al., 2012; Acemyan et al., 2014; Marcos del Blanco, Gascd, 2019), and
although the system has its shortcomings (Baloglu et al., 2021), it performs well for smaller elections with
fewer voters (Panizo Alonso et al., 2018). The downside remains that the Helios system is no longer under
active development and academics have focused on developing other open source voting systems such as
Belenios or have moved on to developing commercial voting tools.

Voting systems for intra-party democracy of political parties and movements are regulated in a very
limited way. One exception is France, where internet voting systems are subject to minimum requirements
from the CNIL (La Commission nationale de l'informatique et des libertés, 2019). Countries such as
Switzerland and Estonia have adopted regulations for internet voting, but these primarily apply to
national politically binding elections (Von Nostitz et al., 2021). In contrast, laws in Germany do not allow
for internet primary elections of political parties without traditional paper confirmation, as the
requirements from national politically binding elections are transferred to intra-party democracy
(Fitzpatrick & Jost, 2022). Furthermore, Recommendation CM/Rec(2017)5 on standards for e-voting
applies to members of the Council of Europe (Council of Europe, 2017). The importance of adhering to the
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standards is compounded by the fact that, as in some municipalities in Canada, online voting is the only
possible channel of election for Pirates (Essex & Goodman, 2020).

The lack of legislation regarding compliance with mandatory minimum standards for political parties'
online voting systems increases the risk of vote manipulation and the number of security threats, as
election organizers are not forced to transparently publish the source code to verify the correct
functionality of the system, ensure monitoring, auditing, or other security analyses. Basic security analyses
are only possible when using open source systems such as Helios Voting (Panizo Alonso et al., 2018) or
Belenios (Cortier et al., 2020), or when developers actively collaborate, as in the case of Scytl's iVote
(Marcos del Blanco, Gascd, 2019) or nVotes (Marcos del Blanco et al.,, 2020), or based on election
observation data such as Neovote (Blanchard et al., 2022), where it can be inferred from the observation
itself that the Neovote system does not meet the CNIL requirements (La Commission nationale de
l'informatique et des libertés, 2019). Based on recommendation CM/Rec(2017)5 (Council of Europe, 2017),
a baseline assessment of the entire electoral process can be made, although it is difficult for the evaluator
to answer whether all requirements are met (Brunet & Essex, 2023).

Collaboration with academics and other cryptography experts is essential to verify that the system works
as intended and that the results match the reality of the vote. Even if it is only an intra-party primary, the
consequences of a breach of voting integrity can be similar to those of a political national binding election.
For example, if a major political party were to select a presidential candidate through an intra-party vote,
a person who does not actually have the support of his or her own political party could become president
in the event of an electoral victory.

5 Conclusion

This study evaluated the i-voting system of the Czech Pirate Party based on the software Helios, focusing
on its democratic and technical attributes. Our findings demonstrate that the Helios system successfully
enhances member participation and transparency, similar to other digital parties. While Podemos and
Movimento 5 Stelle have encountered issues with limited member initiative and transparency (Deseriis &
Vittori, 2019; Von Nostitz & Sandri, 2021), the Czech Pirate Party's use of Helios provides a more
transparent and participatory model.

Key insights from our research include the high satisfaction rate among party members with the Helios
system, the stable voter turnout over time, and the system's compliance with basic security standards. The
transparency of the system is considered important with respect to credibility. On the other hand, the
display of real names in the ballot box is seen as a potential privacy threat in the future, so the possibility
of replacing real names with aliases is offered.

Our study's limitations include its focus on a single case, which restricts the generalizability of the
findings. The Czech Pirate Party represents a unique context with a specific set of values and technological
literacy among its members, which may not be applicable to other political parties or cultural contexts.
Additionally, the sample size and the specific demographic characteristics of the Czech Pirate Party
members limit the extent to which these findings can be generalized to other political organizations.

Future research should explore multiple case studies across different political and cultural settings to
better understand the broader applicability of i-voting systems. Comparative studies with other digital
parties, particularly those using different voting platforms, can provide deeper insights into best practices
and potential pitfalls in the implementation of i-voting systems. Further investigation into the long-term
security and privacy implications of i-voting, particularly in light of emerging technologies, is essential.
The experience with the Czech Pirate Party's system could help to develop a national recommendation,
along the lines of the French CNIL (La Commission nationale de I'informatique et des libertés, 2019), which
could define basic requirements for other secret online elections held in parties, institutions, organisations
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and other departments. Moreover, research on how different demographic groups within political parties
interact with i-voting systems could provide valuable insights into improving accessibility and inclusivity.
Exploring alternative voting methods and their integration into existing platforms like Helios could also
enhance voter confidence and participation.

In summary, the Czech Pirate Party's implementation of the Helios i-voting system represents a significant
advancement in integrating digital tools into political processes. The system has proven effective in
fostering internal democracy and engaging a digitally-oriented voter base. However, continuous
evaluation and adaptation are necessary to address emerging challenges and ensure the integrity and
inclusivity of the democratic process. The experiences of the Czech Pirate Party can serve as a valuable
model for other political organizations seeking to adopt digital voting systems, but they must consider the
specific needs and contexts of their own memberships.

This work contributes to the current discussion of decision-making voting platforms in political parties.
Compared to Podemos and Movimento 5 Stelle, Helios offers more transparent conditions for its users
(Deseriis & Vittori, 2019). A crucial difference is the scale of participation: the Helios platform was created
for an effective scale of only a few thousand users, whereas Participa (Podemos) and Rousseau
(Movimento 5 Stelle) platforms are designed for hundreds of thousands of members. Unlike the German
Pirate Party, which used LiquidFeedback, Helios does not allow for vote delegation and tries to maintain
an egalitarian approach to voting (Deseriis, 2021). The overall ease of voting for members is relatively
high, and the platform can be described as user-friendly (Deseriis, 2023).
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Appendix A

B Yyes M No

1. Do you find the Helios

voting system intuitive? 185

2. Do you understand how
Helios encrypts votes and 113
ensures your privacy?

3. Are you concerned about
breaking the secrecy of your 28
vote?

4_Would it bother you if
someone discovered how you 112
voted?

5. Is the transparency of the
voting system, including

access to the source code, 131
important to you in terms of
trust?

6. After submitting your vote,
do you verify the presence of

the tracking code displayed at 66
the end of the vote in a
publicly accessible electronic
ballot box?

7. Are you aware of the
possibility to vote repeatedly,

where the original vote is 194
overwritten by the newly
submitted vote?

8. Have you ever taken
advantage of a resubmitted 173
vote?

Question

9. Have you ever voted via
Helios for a third party's 46
preference vote?

10. Have you ever voted on

Helios in the presence of a 52
third party who could see
your choice?

11. Have you ever voted on

Helios in the presence of a 5
third party based on their
wishes?

12. Do you think that Pirates
should continue to allow
electronic voting through

Helios?

205

13. If voting were done only
on paper during regional or
national forum meetings
instead of via the internet,
would your participation in
voting decrease?

198

14 With a view to greater
credibility, should a list of
voters with information on 136
their participation be made
publicly available?

15 Is it to your satisfaction
that Helios is managed 190

directly by the party rather

than by a third party?

16. Does remote electronic
voting facilitate intra-party 210
functioning?

0% 25% 50% 75% 100%

Figure Al. Results of the Helios survey among Pirates members, N=213. Source: (Martinek & Maly, 2024).
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Appendix B

& Hlasovaci systém Helios | Ceska piratska strana Help!

CF 15/2023 (1) Volba lidra v primarnich volbach do EP 2. kolo

verfging election wytvofeno uZivatelem (@ Tereza Vovesova

WVaZené Celostatni farum,

zahajuji hlasovani ve véci CF 15/2023 (3) Velba lidra v primarnich volbach do EP 2. kolo.

Rozprava probéhla zde

Volebni kalkuladku miZete vwyusit zde

Navrzeni kandidati a kandidatky:
videomedailonek - kandidatska et - z

« Marcel Kolaja
« Markéta Gre
«  Mikula3 Peksa - videomedailonek - kandidatska fe¢

va - videomedailonek - kand

- zavéretné slovo

W druhém kale hlasujeme o preferenci. Volime tedy toho, koho nejvice preferujeme jako lidra kandidatky. KaZdy hlasujici mize
hiasovat pro jednoho kandidaty. Pokud chee volit profi viem kandidatim, miZe vhodit prazdny hlas. V piipadé rovnosti hlasi rozhoduje

pofadi z 1. kola volby.

Hiasovani zagina: 16. zail 2023 11:25
Hiasovani konéi: 16. zaf 2023 12:25

otazky (1) | volici a hlasovaci listky | trustees (5)

Toto hlasovani bylo ukonéeno. Wsledek byl zvefejnén 16. zafi 2023 12:38. Celkem hlasovalo 543 volisd.

Vysledek hlasovani

Otazka #1
Jako lidra kandidatky do EP preferuji
Marcel Kolaja 293
Markéa Gragorovs 152
Mikula5 Feksa a1
Audit Info

URL hlasovani:

Otisk hlasovani:
yeblpys3gaHzvKkRzflsufopIgli7NzamtrhQQzogdssa
asg kod pro sledovani hlasovaciho listku

RqBgnz5XZZ98LINMFM3ACISTiDVeFHzLoLg6PHpBETs
Ballot Tracking Center | Audited Ballots
ovefit vysledek hlasovani. review the voting booth.

Figure B1. The web page of the Helios.pirati.cz system with the published results of the second round of the

election of the leader for the Euro elections. The final results page contains at the top the name of the election
below the name of the election administrator, below the information about the voting methods and candidates

displayed to all voters even before the election, including links to the candidates' speeches and other information
about the candidates, below the start and end dates of the voting, below links to the questions, the list of voters and

the list of trustees, below voting information including the total number of voters, below the results for each

candidate, and in the expanded yellow box, the supporting documentation for individual audit verification including

the vote imprint and ballot tracking code.
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test — volici a sledovani hlasovacich listki [zpét k hiasovani]

Kdo muze hlasovat? Jen volidi v tomio seznamu.

MiZete toto nastaveni zménit:
) kdokoli muZe hlasovat

O hlasovat mohou jen voliéi z nasledujiciho seznamu
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[ zménit | KF Jihotesky kraj
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] KF Jihomoravsky kraj
hromadneé p"dm volicu KS Jihomoravsky kraj Elenové a RegP
KF Karlovarsky kraj

Figure B2. The page for adding voters to the election. In addition to the basic Helios options, Pirates allows
election administrators to select a third option where voters who are in the selected group are selected to vote. A
group can be a national forum that includes all party members, or a regional membership group such as a regional
or local forum, or a regional or local association that includes registered supporters. Uploading voters is done when
the blue bulk add voters button is pressed. The source of the actual data is the linked Octopus application.

\./ Hlasovaci systém Helios | Ceska piratska strana Help! O Heliosu

KF LBK 14/2023 - Krajské volby 2024 - Zbytek kandidatky - 21.-25. pozice - 1.
kolo — voli¢i a sledovani hlasovacich listkl [zpét k hiasovani]

Kdo muze hlasovat? Jen volici v tomto seznamu.

hledat:

| hledat |

26 odevzdanych hlasu

predchozich 50 Voligi 51 - 59 (z 59)
Jméno Kéd pro sledovani listku

(® Toma3 Martinek P4q3x291UwGXnhIE]5z 2fwVKxZW1261QL18s+qRB8Xk

SRV LA D AlR AR AL AR AL AT e AL AW T TE L (Pl Sl LT (L RTn o

Figure B3. Publicly accessible electronic ballot box page. Pirates in the ballot box display the real names of voters
next to the ballot tracking code, which may compromise privacy in the future. In this case, it is an electronic ballot
box from a county primary election to cast a write-in ballot for a county election. The name of the election is
displayed at the top, with who can vote defined below, a search, and then a public list of voters.

References

Acemyan, C. Z., Kortum, P., Byrne, M. D., & Wallach, D. S. (2014). From Error to Error: Why Voters Could not Cast a Ballot
and Verify Their Vote With Helios, Prét a Voter, and Scantegrity [l. USENIX Journal of Election Technology and Systems,
2(3), 26-56. https://www.usenix.org/jets/issues/0302/acemyan

Adida, B. (2008). Helios: Web-based Open-Audit Voting. USENIX security symposium, 17, 335—-348.
https://www.usenix.org/legacy/event/sec08/tech/full papers/adida/adida.pdf

Adida, B., de Marneffe, O., Pereira, O., & Quisquater, J.-J. (2009). Electing a University President using Open-Audit Voting:
Analysis of real-world use of Helios. In Proceedings of the 2009 Conference on Electronic Voting Technology/Workshop
on Trustworthy Elections. https://www.usenix.org/legacy/event/evtwote09/tech/full _papers/adida-helios.pdf

Agbesi, S., Budurushi, J., Dalela, A., & Kulyk, O. (2023). Investigating transparency dimensions for internet voting. In
Electronic Voting (pp. 1-17). Springer. https://doi.org/10.1007/978-3-031-43756-4 1

https://doi.org/10.18267/j.aip.249 414


https://www.usenix.org/jets/issues/0302/acemyan
https://www.usenix.org/legacy/event/sec08/tech/full_papers/adida/adida.pdf
https://www.usenix.org/legacy/event/evtwote09/tech/full_papers/adida-helios.pdf
https://doi.org/10.1007/978-3-031-43756-4_1

Acta Informatica Pragensia Volume 13, 2024

Agora Voting. (2023). NVotes. Democracy Technologies. https://democracy-technologies.org/product/nvotes/

Baloglu, S., Bursuc, S., Mauw, S., & Pang, J. (2021a). Election Verifiability Revisited: Automated Security Proofs and Attacks
on Helios and Belenios. In 2021 IEEE 34th Computer Security Foundations Symposium (CSF), (pp. 1-5). IEEE.
https://doi.org/10.1109/CSF51468.2021.00019

Baloglu, S., Bursuc, S., Mauw, S., & Pang, J. (2021b). Provably Improving Election Verifiability in Belenios. In R. Krimmer, M.
Volkamer, D. Duenas-Cid, O. Kulyk, P. Rgnne, M. Solvak, & M. Germann (Eds.), Electronic Voting (pp. 1-16). Springer.
https://doi.org/10.1007/978-3-030-86942-7 1

Barrat i Esteve, J. (2022). The Use of Electronic Vote Within the Political Parties. Ideas for democracy.
https://www.minsait.com/ideasfordemocracy/en/use-electronic-vote-within-political-parties-full-length-article

Bavdekar, R., Chopde, E. J., Bhatia, A., Tiwari, K., Daniel, S. J., & Atul. (2022). Post Quantum Cryptography: Techniques,
Challenges, Standardization, and Directions for Future Research. Arxiv.org. https://doi.org/10.48550/arXiv.2202.02826

Bernhard, D., Cortier, V., Pereira, O., Smyth, B., & Warinschi, B. (2011). Adapting Helios for Provable Ballot Privacy. In V.
Atluri & C. Diaz (Eds.), Computer Security — ESORICS 2011, (pp. 335-354). Springer. https://doi.org/10.1007/978-3-642-
23822-2 19

Bernhard, D., Pereira, O., & Warinschi, B. (2012). How Not to Prove Yourself: Pitfalls of the Fiat-Shamir Heuristic and
Applications to Helios. In Advances in Cryptology — ASIACRYPT 2012 (pp. 626—643). Springer.
https://doi.org/10.1007/978-3-642-34961-4 38

Beurdouche, B., Bhargavan, K., Delignat-Lavaud, A., Fournet, C., Kohlweiss, M., Pironti, A., Strub, P. -Y., &
Zinzindohoue, J. K. (2017). A messy state of the union. Communications of the ACM, 60(2), 99-107.
https://doi.org/10.1145/3023357

Blanchard, E., Gallais, A., Leblond, E., Sidhoum-Rahal, D., & Walter, J. (2022). An Analysis of the Security and Privacy
Issues of the Neovote Online Voting System. In R. Krimmer, M. Volkamer, D. Duenas-Cid, P. Rgnne, & M. Germann
(Eds.), Electronic Voting (pp. 1-18). Springer. https://doi.org/10.1007/978-3-031-15911-4 1

Bocek, J., Koéi, P., Krawiecova, N., & Zakopcanova, K. (2021). Kandidati do snémovny zestarli. ,Transformace stranického
systému skongila,’ fika politolog. IROZHLAS. https://www.irozhlas.cz/volby/snemovni-volby-2021-interaktivni-
kandidatky 2109140634 jab

Brunet, J., & Essex, A. (2023). Online Voting in Ontario Municipalities: A Standards-Based Review. In E-Vote-ID 2023:
Electronic Voting (pp. 52—68). Springer. https://doi.org/10.1007/978-3-031-43756-4_4

Cirhan, T., & Stauber, J. (2018). Online supporter and registered sympathiser as alternatives to a regular party member. East
European Politics, 34(4), 458-482. https://d0oi.org/10.1080/21599165.2018.1532410

Cortier, V. (2015). Formal verification of e-voting: solutions and challenges. ACM SIGLOG News, 2(1), 25-34.
https://doi.org/10.1145/2728816.2728823

Cortier, V., Gaudry, P., & Glondu, S. (2019). Belenios: A Simple Private and Verifiable Electronic Voting System. In J. D.
Guttman, C. E. Landwehr, J. Meseguer, & D. Pavlovic (Eds.), Foundations of Security, Protocols, and Equational
Reasoning, Lecture Notes in Computer Science (pp. 214-238). Springer. https://doi.org/10.1007/978-3-030-19052-1_14

Cortier, V., Gaudry, P., & Glondu, S. (2020). Analyse de sécurité de la plateforme de vote Belenios Conformité avec les
recommandations 2019 de la CNIL. https://www.belenios.org/analyse-secu.pdf

Council of Europe. (2017). Recommendation CM/Rec(2017)5 of the Committee of Ministers to member States on standards
for e-voting: (Adopted by the Committee of Ministers on 14 June 2017 at the 1289th meeting of the Ministers' Deputies).
https://search.coe.int/cm/Pages/result details.aspx?Objectld=0900001680726f6f

Czech Republic. (2024). Zakon ¢. 424/1991 Sh.: Zakon o sdruzovani v politickych stranach a v politickych hnutich.
https://www.e-sbirka.cz/sb/1991/424?zalozka=text

Czech Republic. (1995). Zakon &. 247/1995 Sb.: Zakon o volbach do Parlamentu Ceské republiky a o zméné a dopinéni
nékterych dal$ich zakond. https://www.e-sbirka.cz/sb/1995/247/2021-07-01

Deseriis, M. (2017). Direct Parliamentarianism: an analysis of the political values embedded in Rousseau, the ‘Operating
system’ of the Five star movement. eJournal of eDemocracy and Open Government, 9(2), 47-67.
https://doi.org/10.29379/jedem.v9i2.471

Deseriis, M. (2023). Reducing the Burden of Decision in Digital Democracy Applications: A Comparative Analysis of Six
Decision-making Software. Science, Technology, & Human Values, 48(2), 401-427.
https://doi.org/https://doi.org/10.1177/01622439211054081

Deseriis, M. (2021). Rethinking the digital democratic affordance and its impact on political representation: Toward a new
framework. New Media & Society, 23(8), 2452—2473. https://doi.org/https://doi.org/10.1177/1461444820929678

Deseriis, M., & Vittori, D. (2019). The Impact of Online Participation Platforms on the Internal Democracy of Two Southern
European Parties: Podemos and the Five Star Movement. International Journal of Communication, 13(1), 5695-5714.

Essex, A., & Goodman, N. (2020). Protecting electoral integrity in the digital age: Developing E-Voting regulations in Canada.
Election Law Journal Rules Politics and Policy, 19(2), 162—179. https://doi.org/10.1089/elj.2019.0568

Fitzpatrick, J., & Jost, P. (2022). “The High Mass of Democracy” —Why Germany remains aloof to the idea of electronic
voting. Frontiers in Political Science, 4, 876476. https://doi.org/10.3389/fp0s.2022.876476

Garnett, H. A., & James, T. S. (2020). Cyber Elections in the Digital Age: Threats and Opportunities of technology for electoral
integrity. Election Law Journal, 19(2), 111-126. https://doi.org/10.1089/elj.2020.0633

https://doi.org/10.18267/j.aip.249 415


https://democracy-technologies.org/product/nvotes/
https://doi.org/10.1109/CSF51468.2021.00019
https://doi.org/10.1007/978-3-030-86942-7_1
https://www.minsait.com/ideasfordemocracy/en/use-electronic-vote-within-political-parties-full-length-article
https://doi.org/10.48550/arXiv.2202.02826
https://doi.org/10.1007/978-3-642-23822-2_19
https://doi.org/10.1007/978-3-642-23822-2_19
https://doi.org/10.1007/978-3-642-34961-4_38
https://doi.org/10.1145/3023357
https://doi.org/10.1007/978-3-031-15911-4_1
https://www.irozhlas.cz/volby/snemovni-volby-2021-interaktivni-kandidatky_2109140634_jab
https://www.irozhlas.cz/volby/snemovni-volby-2021-interaktivni-kandidatky_2109140634_jab
https://doi.org/10.1007/978-3-031-43756-4_4
https://doi.org/10.1080/21599165.2018.1532410
https://doi.org/10.1145/2728816.2728823
https://doi.org/10.1007/978-3-030-19052-1_14
https://www.belenios.org/analyse-secu.pdf
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=0900001680726f6f
https://www.e-sbirka.cz/sb/1991/424?zalozka=text
https://www.e-sbirka.cz/sb/1995/247/2021-07-01
https://doi.org/10.29379/jedem.v9i2.471
https://doi.org/https:/doi.org/10.1177/01622439211054081
https://doi.org/https:/doi.org/10.1177/1461444820929678
https://doi.org/10.1089/elj.2019.0568
https://doi.org/10.3389/fpos.2022.876476
https://doi.org/10.1089/elj.2020.0633

Acta Informatica Pragensia Volume 13, 2024

Gerbaudo, P. (2019). The Digital Party Political Organisation and Online Democracy. Pluto Press.

Haines, T., Mosaheb, R., Miller, J., & Pryvalov, I. (2023). SoK: Secure E-Voting with Everlasting Privacy. Proceedings on
Privacy Enhancing Technologies, 2023(1), 279-293. https://doi.org/10.56553/popets-2023-0017

Husarova, L., & Hromadka, M. (2012). John obhdjil v internetovém hlasovani pozici pfedsedy Véci vefejnych. IROZHLAS.
https://www.irozhlas.cz/zpravy-domov/john-obhajil-v-internetovem-hlasovani-pozici-predsedy-veci-
verejnych 201206202001 mhromadka

Jebav4, J., & Masare, V. (2020). PraZzské Zelené nové povede Jana Jebava a Vit Masare. Zeleni.
https://praha.zeleni.cz/prazske-zelene-nove-povede-jana-jebava-a-vit-masare/

Kopecky, J. (2010). Hlasovani véckarl o viadé musela strana zastavit. Ukazovalo se jen ANO. IDNES.cz.
https://www.idnes.cz/zpravy/domaci/hlasovani-veckaru-o-vlade-musela-strana-zastavit-ukazovalo-se-jen-
ano0.A100709 123617 domaci_kop

La Commission nationale de I'informatique et des libertés. (2019). Délibération n° 2019-053 du 25 avril 2019 portant
adoption d'une recommandation relative a la sécurité des systéemes de vote par correspondance électronique, notamment
via Internet; NOR: CNIL1917529X. Légifrance. https://www.legifrance.gouv.fr/jorf/id/ JORFTEXT000038661239

Lanzone, M. E., & Rombi, S. (2018). Selecting Candidates Online in Europe: A Comparison Among the Cases of M5S,
Podemos and European Green Party. In G. Cordero & X. Coller (Eds.), Democratizing Candidate Selection, (pp. 99-121).
Springer. https://doi.org/10.1007/978-3-319-76550-1 5

Lee Rodgers, J., & Nicewander, W. A. (1988). Thirteen ways to look at the correlation coefficient. The American Statistician,
42(1), 59-66. https://doi.org/10.1080/00031305.1988.10475524

Lupato, F. G., & Meloni, M. (2023). Digital Intra-Party Democracy: An Exploratory Analysis of Podemos and the Labour Party.
Parliamentary Affairs, 76(1), 22—-42. https://doi.org/10.1093/pa/gsab015

Marcos del Blanco, D. Y., Duenas-Cid, D., & Alaiz Moret6n, H. (2020). E-Voting System Evaluation Based on the Council of
Europe Recommendations: nVotes. In R. Krimmer, M. Volkamer, B. Beckert, R. Kusters, O. Kulyk, D. Duenas-Cid, & M.
Solvak (Eds.), Electronic Voting (pp. 147-166). Springer. https://doi.org/10.1007/978-3-030-60347-2_10

Marcos del Blanco, D. Y., & Gascd, M. (2019). A Protocolized, Comparative Study of Helios Voting and Scytl/iVote. In 2019
Sixth International Conference on eDemocracy & eGovernment (ICEDEG), (pp. 31-38). IEEE.
https://doi.org/10.1109/ICEDEG.2019.8734351

Marky, K., Zollinger, M., Roenne, P., Ryan, P. Y. A., Grube, T., & Kunze, K. (2021). Investigating usability and user
experience of individually verifiable internet voting schemes. ACM Transactions on Computer-Human Interaction, 28(5),
1-36. https://doi.org/10.1145/3459604

Martinek, T., & Forytek, L. (2022). The highly secure anonymous e-voting system of the Czech Pirate Party. In R. Krimmer, M.
Volkamer, D. Duenas-Cid, M. Germann, S. Glondu, T. Hofer, I. Krivonosova, B. Martin-Rozumlowicz, P. Rgnne, & M. -L.
Zollinger (Eds.), E-Vote-ID 2022: Seventh Joint International Conference on Electronic Voting, (pp. 165-168). University of
Tartu Press. https://doi.org/10.15157/diss/036

Martinek, T., & Maly, M. (2024). Questionnaire survey among members of the Czech Pirate Party regarding the use of the
online voting system Helios. Zenodo. https://doi.org/10.5281/zenodo.10829926

Mikola, B. (2017). Online primaries and intra-party democracy: Candidate selection processes in Podemos and the Five Star
Movement: Candidate selection processes in Podemos and the Five Star Movement. Revista de Internet, Derecho y
Politica, (24), 37-49. https://www.redalyc.org/pdf/788/78850913004.pdf

Montgomery, D. C., & Runger, G. C. (2010). Applied statistics and probability for engineers. John wiley.

Mortkowitz, S. (2019). Czech Pirates, ahoy!. Politico. https://www.politico.eu/article/czech-pirate-party-anti-establishment-ivan-
bartos-ahoy/

Mosca, L. (2020). Democratic vision and online participatory spaces in the Italian Movimento 5 Stelle. Acta Politica, 55(1), 1—
18. https://doi.org/10.1057/s41269-018-0096-y

Musella, F. (2023). How a left-wing political party fails to keep up with the times. Journal of Modern Italian Studies, 28(5), 585—
601. https://doi.org/10.1080/1354571x.2023.2255060

Neovote. (2024). Elections politiques. Neovote. https://www.neovote.com/scrutins_specifigues/scrutins-politiques

Nurse, J. R. C., Agrafiotis, I, Erola, A., Bada, M., Roberts, T., Williams, M., Goldsmith, M., & Creese, S. (2017). An
Assessment of the Security and Transparency Procedural Components of the Estonian Internet Voting System. In Human
Aspects of Information Security, Privacy and Trust (pp. 366—383). Springer. https://doi.org/10.1007/978-3-319-58460-
7_26

Panizo Alonso, L., Gascd, M., Marcos del Blanco, D. Y., Alonso, J. A. H., Barrat, J., & Moreton, H. A. (2018). E-Voting
System Evaluation Based on The Council of Europe Recommendations: Helios Voting. IEEE Transactions on Emerging
Topics in Computing, 9(1), 161-173. https://doi.org/10.1109/TETC.2018.2881891

Pearson, K. (1895). VII. Note on regression and inheritance in the case of two parents. Proceedings of the Royal Society of
London, 58, 240—-242. https://doi.org/10.1098/rspl.1895.0041

Pereira, O. (2016). Internet voting with Helios. In Real-World Electronic Voting: Design, Analysis and Deployment. CRC Press.

Pink, M., & Folvarcny, A. (2020). The Czech Pirate Party: A New Alternative, Not Only for the Young. Intersections, 6(4), 176—
196. https://doi.org/10.17356/ieejsp.v6i4.610

Pirates. (2022). Ochrana osobnich udajud. Pirati.cz. https://www.pirati.cz/ochrana-osobnich-udaju/

https://doi.org/10.18267/j.aip.249 416


https://doi.org/10.56553/popets-2023-0017
https://www.irozhlas.cz/zpravy-domov/john-obhajil-v-internetovem-hlasovani-pozici-predsedy-veci-verejnych_201206202001_mhromadka
https://www.irozhlas.cz/zpravy-domov/john-obhajil-v-internetovem-hlasovani-pozici-predsedy-veci-verejnych_201206202001_mhromadka
https://praha.zeleni.cz/prazske-zelene-nove-povede-jana-jebava-a-vit-masare/
https://www.idnes.cz/zpravy/domaci/hlasovani-veckaru-o-vlade-musela-strana-zastavit-ukazovalo-se-jen-ano.A100709_123617_domaci_kop
https://www.idnes.cz/zpravy/domaci/hlasovani-veckaru-o-vlade-musela-strana-zastavit-ukazovalo-se-jen-ano.A100709_123617_domaci_kop
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000038661239
https://doi.org/10.1007/978-3-319-76550-1_5
https://doi.org/10.1080/00031305.1988.10475524
https://doi.org/10.1093/pa/gsab015
https://doi.org/10.1007/978-3-030-60347-2_10
https://doi.org/10.1109/ICEDEG.2019.8734351
https://doi.org/10.1145/3459604
https://doi.org/10.15157/diss/036
https://doi.org/10.5281/zenodo.10829926
https://www.redalyc.org/pdf/788/78850913004.pdf
https://www.politico.eu/article/czech-pirate-party-anti-establishment-ivan-bartos-ahoy/
https://www.politico.eu/article/czech-pirate-party-anti-establishment-ivan-bartos-ahoy/
https://doi.org/10.1057/s41269-018-0096-y
https://doi.org/10.1080/1354571x.2023.2255060
https://www.neovote.com/scrutins_specifiques/scrutins-politiques
https://doi.org/10.1007/978-3-319-58460-7_26
https://doi.org/10.1007/978-3-319-58460-7_26
https://doi.org/10.1109/TETC.2018.2881891
https://doi.org/10.1098/rspl.1895.0041
https://doi.org/10.17356/ieejsp.v6i4.610
https://www.pirati.cz/ochrana-osobnich-udaju/

Acta Informatica Pragensia Volume 13, 2024

Raniolo, F., & Tarditi, V. (2020). Digital revolution and party innovations: An analysis of the Spanish case. Italian Political
Science Review, 50, 235-253). https://doi.org/10.1017/ip0.2019.27

Rodriguez-Pérez, A. (2022). The Council of Europe’s CM/Rec(2017)5 on e-voting and Secret Suffrage: Time for yet Another
Update? In R. Krimmer, M. Volkamer, D. Duenas-Cid, P. Rgnne, & M. Germann (Eds.), Electronic Voting (pp. 90-105).
Springer. https://doi.org/10.1007/978-3-031-15911-4 6

Sako, K., & Kilian, J. (1995). Receipt-Free Mix-Type Voting Scheme. In Advances in Cryptology — EUROCRYPT ’95 (pp.
393-403). Springer. https://doi.org/10.1007/3-540-49264-X 32

Solop, F. I. (2001). Digital democracy comes of age: internet voting and the 2000 Arizona Democratic Primary election. Political
Science & Politics, 34(02), 289-293. https://doi.org/10.1017/s104909650100052x

Sarovec, D. (2022). Digitalization of the Digitalized Ones: The Czech Pirate Party and its Online Congresses. European
Consortium for Political Research. https://ecpr.eu/Events/Event/PaperDetails/64060

Sarovec, D. (2019). Assured Newcomers on a Squally Sea? The Czech Pirate Party before and after the 2017 Elections. Acta
Fakulty filozofické Zapadoceské univerzity v Plzni, 11(2), 1-21. https://doi.org/10.24132/actaff.2019.11.2.1

TOP 09. (2024). Tajné elektronické volby. https://www.top09.cz/files/soubory/tajne-elektronicke-volby-navod 980.pdf

TOP 09. (2011). Delegati snému TOP 09 si budou volit vedeni elektronicky, ve stanu. TOP 09. https://www.top09.cz/co-
delame/medialni-vystupy/delegati-snemu-top-09-si-budou-volit-vedeni-elektronicky-ve-stanu-7369.html

Transparency International. (2014). Masova manipulace u voleb potvrzena. Transparency.cz.
https://www.transparency.cz/masova-manipulace-u-voleb-potvrzena/

U.S. Vote Foundation. (2015). E2E-VIV Project: The Future of Voting: End-to-End Verifiable Internet Voting - Specification and
Feasibility Study. U.S. Vote Foundation. https://www.usvotefoundation.org/E2E-VIV

Vittori, D. (2019). Membership and members’ participation in new digital parties: Bring back the people? Comparative European
Politics, 18(12), 609—629. https://doi.org/https://doi.org/10.1057/s41295-019-00201-5

Vodova, P., & Voda, P. (2020). The effects of deliberation in Czech Pirate Party: The case of coalition formation in Brno (2018).
European Political Science, 19(2), 181-189. https://doi.org/10.1057/s41304-019-00233-1

von Nostitz, F., & Sandri, G. (2021). I-Voting Regulation Within Digital Parties: The Case of Podemos and Five Stars
Movement. In O. Barbera, G. Sandri, P. Correa, & J. Rodriguez-Teruel (Eds.), Digital Parties (pp. 85-107). Springer.
https://doi.org/10.1007/978-3-030-78668-7_5

von Nostitz, F., Sandri, G., & Esteve, J. B. (2021). Regulating i-Voting Within Countries and Parties. In O. Barbera, G. Sandri,
P. Correa, & J. Rodriguez-Teruel (Eds.), Digital Parties (pp. 43—-66). Springer. https://doi.org/10.1007/978-3-030-78668-
73

Wack, J. (2014). IEEE VSSC/1622: Voting System Standards. National Institute of Standards and Technology.
https://tsapps.nist.gov/publication/get pdf.cfm?pub_id=916378

Wolchok, S., Wustrow, E., Isabel, D., & Halderman, J. A. (2012). Attacking the Washington, D.C. Internet Voting System. In
16th Conference on Financial Cryptography & Data Security (pp. 114-128). Springer. https://doi.org/10.1007/978-3-642-
32946-3_10

W3C Web Accessibility Initiative. (2023). Zasady pfistupnosti. Web Accessibility Initiative (WAI).
https://www.w3.org/WAI/fundamentals/accessibility-principles/cs

Editorial record: The article has been peer-reviewed. First submission received on 21 March 2024. Revision received on
13 June 2024. Accepted for publication on 20 July 2024. The editor in charge of coordinating the peer-review of this manuscript
and approving it for publication was Zdenek Smutny

Acta Informatica Pragensia is published by Prague University of Economics and Business, Czech Republic.

ISSN: 1805-4951

https://doi.org/10.18267/j.aip.249 417


https://doi.org/10.1017/ipo.2019.27
https://doi.org/10.1007/978-3-031-15911-4_6
https://doi.org/10.1007/3-540-49264-X_32
https://doi.org/10.1017/s104909650100052x
https://ecpr.eu/Events/Event/PaperDetails/64060
https://doi.org/10.24132/actaff.2019.11.2.1
https://www.top09.cz/files/soubory/tajne-elektronicke-volby-navod_980.pdf
https://www.top09.cz/co-delame/medialni-vystupy/delegati-snemu-top-09-si-budou-volit-vedeni-elektronicky-ve-stanu-7369.html
https://www.top09.cz/co-delame/medialni-vystupy/delegati-snemu-top-09-si-budou-volit-vedeni-elektronicky-ve-stanu-7369.html
https://www.transparency.cz/masova-manipulace-u-voleb-potvrzena/
https://www.usvotefoundation.org/E2E-VIV
https://doi.org/https:/doi.org/10.1057/s41295-019-00201-5
https://doi.org/10.1057/s41304-019-00233-1
https://doi.org/10.1007/978-3-030-78668-7_5
https://doi.org/10.1007/978-3-030-78668-7_3
https://doi.org/10.1007/978-3-030-78668-7_3
https://tsapps.nist.gov/publication/get_pdf.cfm?pub_id=916378
https://doi.org/10.1007/978-3-642-32946-3_10
https://doi.org/10.1007/978-3-642-32946-3_10
https://www.w3.org/WAI/fundamentals/accessibility-principles/cs
https://orcid.org/0000-0002-6646-2991

