Acta Informatica Pragensia

T PRAGUE UNIVERSITY
2025, Volume 14, Issue 3, 445-459 OF ECONOMICS
https://doi.org/10.18267/j.aip.271 AND BUSINESS

Article Open Access

Enhancing Imperceptibility: Zero-width Character-based
Text Steganography for Preserving Message Privacy

Sagqib Ishtiaq ' “, Naveed Ejaz >, Muhammad Usman Hashmi * , Syed Imran Hussain Shah ’
"Department of Computing and Technology, Igra University, Islamabad, Pakistan
2School of Computing, Queen’s University, Canada

3Department of Computer Science, Bahria University, Islamabad, Pakistan

Corresponding author: Sagib Ishtiaq (saqibishtiag26507 @gmail.com)

Editorial Record

First submission received:
December 27, 2024

Revisions received:
April 11, 2025
May 31, 2025

Accepted for publication:
June 1, 2025

Academic Editor:

Zdenek Smutny

Prague University of Economics
and Business, Czech Republic

This article was accepted for publication
by the Academic Editor upon evaluation of
the reviewers’ comments.

How to cite this article:

Ishtiaq, S., Ejaz, N., Hashmi, M.U., & Shah,
S.I.H. (2025). Enhancing Imperceptibility:
Zero-width Character-based Text
Steganography for Preserving Message
Privacy. Acta Informatica Pragensia, 14(3),
445-459.
https://doi.org/10.18267/j.aip.271

Copyright:

© 2025 by the author(s). Licensee Prague
University of Economics and Business,
Czech Republic. This article is an open
access article distributed under the terms
and conditions of the Creative Commons
Attribution License (CC BY 4.0).

Abstract

Background: Text steganography preserves the privacy of secret messages by hiding them in cover text.
However, existing text steganography techniques embed messages by introducing distortions in text,
reducing the similarity between the cover and stegotext.

Objective: The objective of this study was to design a method that increases the number of embedding
choices and locations to hide more secret bits per distortion in the cover text. The goal is to enhance
both embedding capacity and imperceptibility.

Methods: A text steganography method is proposed that uses eight zero-width characters (ZWCs) to
embed secret messages in the cover text. The proposed method also treats every character in the cover
text as a potential embedding location. With eight embedding choices and bit encoding based on
embedding locations, more bits can be hidden with fewer insertions in cover text.

Results: Experimental results confirm that the proposed method embeds a greater number of bits per
insertion of ZWC in the cover text. It also requires a smaller number of insertions to embed secret
messages of comparable length. Consequently, the proposed method achieves higher embedding
capacity and better imperceptibility compared to existing text steganography methods.

Conclusion: The proposed method presents a substantial improvement in text steganography by
increasing embedding capacity per distortion and preserving high similarity between cover and
stegotext, thus enabling more secure covert communication.

Index Terms

Information hiding; Zero-width character text steganography; Text watermarking; Text processing;
Imperceptibility.

1 INTRODUCTION

The internet and modern communication devices have made communication faster
and more convenient. However, they are also vulnerable to eavesdropping, a
passive attack that intercepts information (Malik et al., 2017). Cryptography and
information hiding are two security techniques used to guard against
eavesdropping (Shearer & Gutmann, 1996). Cryptography ensures the
confidentiality of secret messages by making them incomprehensible.
Cryptography involves two main processes: encryption and decryption. During
encryption, plain text is transformed into cipher text, which is not understandable
(Ahmed et al., 2023), while decryption converts the cipher text into plain text.
However, cryptography can raise suspicion due to the visible changes in the
contents.
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Unlike cryptography, information hiding involves concealing both the secret messages and their presence under a
different medium, as explained by Liu et al. (2007). Common cover media include text, image, audio and video
(Grothoff et al., 2005; Varghese & Sasikala, 2023). There are two main techniques for information hiding:
watermarking and steganography. Watermarking embeds a watermark within the cover medium for purposes such
as authentication, tamper detection and copyright protection (Igbal et al., 2019; Khadam et al., 2021). Steganography,
on the other hand, conceals the secret messages under a cover medium for covert communication (Askari et al., 2023;
Johnson & Jajodia, 1998). Nowadays, steganography is also used to maintain the confidentiality of messages in
communication between smart objects in IoT environments (Ray et al., 2021).

Our research is centred on text steganography, which involves using text as a cover to embed secret messages. Text
is a commonly used mode of communication on the internet, making it an attractive option for steganography. Due
to its low processing and memory requirements, text steganography can be used for security in IoT applications.
However, compared to other cover media, text possesses less redundant data, which are typically exploited for
steganography. As a result, concealing secret messages invisibly and imperceptibly within a text cover can be
challenging (Al-Nofaie & Gutub, 2020).

Various techniques of text steganography are evaluated based on their capacity, invisibility, imperceptibility,
robustness and security attributes. Capacity measures the amount of message concealed in a cover text (T,). High
capacity is desirable for text steganography methods. However, an increase in capacity may reduce invisibility,
imperceptibility, robustness and security. Maintaining a balance between capacity and other attributes is
challenging. Invisibility measures any visual artifacts generated in a cover text because of steganography.
Imperceptibility refers to the degree to which the similarity between a cover text and a stegotext is maintained after
embedding a secret message. Robustness is an ability that retains the hidden messages in a stegotext after attacks.
Security ensures the undetectability of the hidden messages in a stegotext.

Most existing text steganography techniques conceal messages in the text by inserting extra characters, i.e., spaces
(Por et al., 2012; Wu et al., 2022), zero-width characters (ZWC) (Ahvanooey et al., 2022; Al-Nofaie & Gutub, 2021),
extension characters (Alanazi et al., 2022) etc. Insertion of extra characters increases the cover text length (L.) and
affects the cover text and stegotext similarity. The lack of similarity between the cover and stegotext compromises
the imperceptibility and makes it suspicious. The aim of this research is to enhance imperceptibility by minimizing
the number of insertions of extra characters in the cover text. In this paper, the cover text (T;) is partitioned and one
ZWC is inserted in each partition. The number of partitions required to hide a secret message depends on the cover
text length and the secret message length. Along the type of ZWC, the location of insertion is also used to conceal
secret message bits. Thus, more secret bits are embedded per distortion in the cover text and fewer insertions are
required to embed a secret message. A smaller number of distortions maintains the similarity of cover text (T,) with
stegotext (T;); hence, the imperceptibility is increased.

The key contributions of this paper are as follows.

e In the proposed method, the numbers of embedding choices and embedding locations are increased. The
embedding locations in the cover text are also used to conceal the secret message bits. Due to the greater
number of embedding choices and usage of the insertion location for steganography, more bits are
embedded per insertion, increasing the capacity. Similarly, fewer insertions in the cover text generate highly
imperceptible stegotext.

¢ In this method, the number of insertions required to conceal a secret message is not fixed but adapted based
on the cover text length and the secret message length. Thus, a small message can be embedded with fewer
insertions in the cover text than a large secret message.

The remainder of this paper is organized as follows: Section 2 reviews the existing text steganography literature.
Section 3 discusses proposed algorithms. Section 4 reports on the experiments and their results. Finally, Section 5
provides the conclusions.

2 RELATED WORK

In this section, existing text steganography techniques are reviewed. Text steganography techniques are categorized
into structural, random and statistical, linguistic and coverless text steganography.
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2.1 Structural text steganography

Structural text steganography techniques alter the structure or format of the cover text for embedding a secret
message. Some of these methods insert extra characters in cover text for embedding. Unicode has some width-less
characters known as zero-width characters (ZWCs). These ZWCs are inserted in a cover text to embed the secret
message (Ahvanooey et al., 2018; Ahvanooey et al., 2022; Al-Nofaie & Gutub, 2020; Al-Nofaie & Gutub, 2021).

Similarly, an extension character termed Kashida is inserted in Arabic text for steganography (Al-Nofaie et al., 2016;
Alanazi et al., 2022). A secret message is embedded in space code steganography by inserting extra space codes
(Gurunath & Samanta, 2023; Por et al, 2012). Null spaces are added in the cover text to authenticate the
communication between lightweight IoT devices (Lee, 2019). Emotional icons are inserted in the cover text for
steganography (Patiburn et al., 2017). Adding extra characters increases the cover text length and reduces
imperceptibility. Inserting Kashida characters, emoticons and space codes may introduce visible changes in the cover
text that reduce its invisibility. The text steganography methods that hide the secret message by inserting some extra
characters in the cover text are empirically summarized in Table 1.

Some structural text steganography methods substitute one character with another character for steganography. The
isolated and general Unicode of Arabic, Persian and Urdu alphabets are substituted for steganography (Alanazi et
al., 2020). In the mixed-case font method, the English alphabet is substituted for steganography as depicted by
Equation (1) (AminAli & Saad, 2013). The uppercase and lowercase English alphabets are Ci and i .
cifor0
Cil i = {CifOT 1 (1)

Some characters have similar shapes but with different Unicode. These characters are known as homoglyphs.
Homoglyphs are substituted for information hiding (Bertini et al., 2019; Rizzo et al., 2017). Due to the number of
available embedding locations, substitution-based methods have low embedding capacity. The colour of the
different cover text characters is changed intentionally to conceal a secret message (Malik et al., 2017; Thabit et al.,
2022). However, such changes in the case and colour of a cover text for steganography are more detectable and
reduce its invisibility.

Table 1. Empirical summary of insertion-based text steganography methods.

Method source Characters Capacity Imperceptibility
(Al-Nofaie & Gutub, 2020) Pseudo space Insert up to 15 pseudo spaces to hide 4 bits High
(Ahvanooey et al., 2018) 4 ZWCs 2 bits per insertion High

(Por et al., 2012) 8 space codes 3 bits per insertion Medium
(Al-Nofaie & Gutub, 2021) Pseudo space Insert up to 15 pseudo spaces to hide 4 bits High
(Ahvanooey et al., 2022) 4ZWCs 2 bits per insertion High

(Alanazi, et al., 2022) 2 ZWCs and Kashida |1 bits per insertion Medium
(Al-Nofaie et al., 2016) Kashida 1 bits per insertion Medium
(Gurunathé& Samanta, 2023)  |Space Insert up to 3 spaces to hide 3 bits Medium
(Patiburn et al., 2017) 36 emotions 1 character per insertion Low

2.2 Random and statistical text steganography

Random and statistical text steganography conceals a secret message by generating random or natural-language
text. The natural text is generated using the probability-based language model of a word sequence. The language
model can be shown mathematically as follows.

p(S) = Ifea p(Wylwy, -+, wj_1) @

In Equation (2), p(S) is the probability of the sentence S while p(w; | wy , -+, w;_;) is the probability of the jth word
when j -1 words are given. Random characters are generated for the steganography (Elmahi et al., 2017). Long short-
term memory (LSTM) generates a dialogue that carries a hidden message (Yang et al., 2018). The Markov chain
model embeds the message by generating a natural language text (Shniperov et al., 2016; Wu et al., 2019; Wu et al.,
2020). The text generated by these techniques may have low quality and feel unnatural. Fake email IDs are generated
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that carry the secret message (Kumar et al., 2014; Kumar et al., 2016; Satir & Isik, 2012; Satir & Isik, 2014; Tutuncu &
Abi Hassan, 2015). Insertion of fake email IDs raises suspicion.

2.3 Linguistic text steganography

Linguistic text steganography embeds a message by changing the syntax or semantics of a text. Abbreviations and
complete forms of different words are substituted for embedding secret messages (Rafat, 2009; Shirali-Shahreza,
2007). Words with different spellings in US and UK English are utilized for steganography (Shirali-Shahreza, 2008).
Synonym substitution is performed deliberately for embedding a secret message in a cover text (Huanhuan et al.,
2017; Shirali-Shahreza, 2008). Synonym substitution text steganography is demonstrated in (3) below. W; and S; are
the word and its synonym, respectively.

_ (Wifor 0
Wi _{Siforl ©)

These techniques are suitable for printed text. Due to the low number of embedding locations, these techniques have
a low embedding capacity.

2.4 Coverless text steganography

Coverless text steganography techniques do not alter the original text to embed the secret message. Instead, these
methods use inherent characteristics of the text for data hiding. For instance, the parity of strokes in Chinese
characters is used to encode secret information (Wang & Gao, 2019). Similarly, English alphabets are categorized
into four groups and for every two bits of the secret message, the position of a character from the corresponding
group is appended to the stegokey (Kouser et al., 2016). The position of each secret character within the cover text is
recorded in the stegokey, which is later used for message extraction at the receiver's end (Naqvi et al., 2018). An
Arabic text having a first word with specific features is selected to represent the secret character (Rashid & Nasrawi,
2024). The location information of the secret message keyword in the Chinese text is encrypted using polynomial
encryption and embedded within a forged URL (Guan et al., 2022). These methods often rely on large databases of
cover text with appropriate features for embedding. Notably, these approaches face a significant challenge in
securely transmitting the stegokey, as its length often exceeds that of the secret message itself.

3 DESCRIPTION OF PROPOSED METHOD

The proposed method embeds the secret message (M;) in the cover text (T;) by inserting different ZWCs in it. The
proposed method consists of two phases, i.e., the embedding and extraction phases. Equations (4) and (5) depict the
embedding function E and extraction function E-? (Mansor et al., 2017).

E(T., M) =T, 4
E_l(Ts) = M; ©)

In Table 2, abbreviations used in this paper are given with their description.

3.1 Embedding phase

This phase embeds the secret message in the cover text by inserting the ZWCs. The embedding phase steps are given
in Algorithm 1. Algorithm 1 takes three inputs, i.e., cover text (T;), secret message (M;) and key (K). The cover text
(T;), secret message (M;) and key (K) are in English text form. Cover text (T;) provides the cover to the secret message
(Ms).

Table 2. Abbreviations along with their descriptions.

Abbreviation Description
Ac Average capacity
A Average imperceptibility
Ag Average modification ratio
C, Compression table
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Abbreviation Description
(o Capacity of one partition
C, Capacity of n partitions
K Key
L; i!"embedding location
L, Compressed binary message length
L, Cover text length
Ly Stegotext length
L, Number of elements in a set of zero width characters
m Number of embedding locations in a partition
M, Compressed binary secret message
M Secret message
n Number of partitions
P; i partition
Sm Secret message size in bits
S Stegotext size in bits
T, Cover text
Ts Stegotext
V4 Set of zero width characters

The key (K) is a pre-shared text between the communicating parties used to compress and decompress secret
messages. The key enhances security as the eavesdropper cannot decompress the secret message without a key. The
key is solely utilized for the compression and decompression processes and does not serve any role in the encryption
or decryption of the secret message. Before embedding, a secret message is compressed, which reduces its size and
enhances the embedding capacity. In the existing literature, Lempel-Ziv—Welch (LZW) (Satir& Isik, 2012), move to
front (MTF), Burrows-Wheeler transform (BWT) (Kumar et al., 2014), arithmetic encoding (ARI), run length encoding
(RLE) (Tutuncué& Abi Hassan, 2015) and Huffman encoding (Kumar et al., 2016; Satir & Isik, 2014; Thabit et al., 2022)
are used for compression of a secret message. Kumar et al. (2016) mentioned that Huffman encoding has a better
compression ratio. Thus, in the proposed method, a secret message is compressed using Huffman encoding.
Huffman encoding generates the compression table (C;) by using the key (K). This compression table is used for
secret message (M) compression and to generate a compressed binary secret message (M;). After secret message
embedding, the cover text is transformed into stegotext (T;) that carries a secret message. The embedding phase
consists of two sub-phases.

3.1.1 Partitioning

In this phase, the cover text is divided into n non-overlapping partitions, i.e., T, = {Py, P;, P3, ... , B}, each containing
the same number of characters. Each character in a partition P; is treated as an embedding location. The partition P;
consists of m embedding locations, i.e., P; = {Ly,L;, L3, ..., L} and m = |L./n]. Thus, by using m locations in a
partition P; , log, m bits can be embedded. In each partition P; , only one ZWC from the set Z is inserted, where Z is
a set of zero width characters (ZWCs). ZWCs are width-less characters, so the insertion of these characters leaves no
visual distortion in the cover text. In this method, Z consists of eight ZWCs listed along with their name and Unicode
in Table 3.

Table 3. List of ZWCs used for steganography.

No. (Unicode Name of ZWC
1 |U+200B Zero width space
2 |U+200C Zero width non-joiner
3 |U+200D Zero width joiner
4 | U+200E Left-to-right mark
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No. |Unicode Name of ZWC
5 |U+202A Left-to-right embedding
6 |U+202C Pop directional formatting
7 |U+202D Left-to-right override
8 |U+180E Mongolian vowel separator

If there are L, ZWCs in the set Z, then log, L, bits can be embedded by inserting a ZWC. The capacity of a partition
(Cp) can be calculated by using Equation (6).

C, =log,m+log, L, 6)

In Algorithm 1, the number of partitions 7 is decided in such a way that the capacity of the cover text by using n
partitions (C,) should be greater than or equal to the compressed binary secret message length (L,). The compressed
binary secret message is also divided into n partitions, i.e., M, = {B3, B, B3, ... , B, }. The length of B; is log, m +
log, L,.

3.1.2 Embedding

For each partition P; of cover text, B; is taken from the compressed binary secret message. The decimal
representation of log, L, most significant bits (MSB) of B;, (Z;) decides the ZWC (z € Z) to be inserted in the P;.
Similarly, the decimal representation of log, m least significant bits (LSB) of B; , (L;) identifies the location of
insertion of the ZWC in P;. So a ZWC Z[Z,] is inserted at Ly location in P; as mentioned in Equation (7).

Pi = {Llﬂ LZJ L3' L Ld—ll Z[Zd]! Ld+1! L Lm} (7)
In this way, log, m + log, L, bits are embedded by inserting only one ZWC in a partition.

Algorithm 1. Embedding algorithm.

Input: T,, M, K
Output: T

1. C; < Huffman_Encoding(K)

2. My~ Compress (M, C;)

3. Z « {U+200B, U+200C, U+200D, U+200E, U+202A, U+202C, U+202D, U+180E}
4. L.~ Length(T,)

5. L,— Length (2)

6. Lp— Length (M)

7. n-0

8. Do

9. n + +

10. m « |L./n|

11. Cp— log,m +log, L,

12. Cp— C, x n

13. While C,<Ly

14. Divide T, into n partitions {P;, P, Ps, .. ,P,} of size m

15. Divide M, into n partitions {Bj,B;,Bs,..,B,} of size (,
16. For each P; take B;

17. Zy— Take MSB log,L, bits from B;

18. Zg— To_ Decimal (Zy)

19. L, — Take LSB log,m bits from B;

20. Ly « To Decimal (Lp)

21. Insert Z[Zy] at Lg location i.e., P;={Li, Ly Ls, ....Lq_1,Z[Z4],Lgs1,- »Lm}

22. End For

3.2 Extraction phase

Algorithm 2 retrieves the secret message (M) hidden in the stegotext (Ts) by tracking the occurrence of ZWCs.
Algorithm 2 takes the stegotext (T;) and the key (K) as input. The stegotext (Ts) is in the English language that carries
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the secret message (M;). The key (K) is the same text used to generate the compression table (C;) in Algorithm 1. The
pre-shared key (K) generates the compression table (C;). The compressed binary secret message (M}) is decompressed
by using C;. The output of this phase is a secret message (M;) extracted from the stegotext (T;). The extraction phase
has the following sub phases.

3.2.1 Partitioning

In the embedding phase, one ZWC is inserted in each partition to hide log, m + log, L, secret bits. Thus, the number
of partitions n is calculated by using Equation (8).

n =Y F(z €2,T) @®)

The function F(.) counts the frequency of each ZWC z; in the stegotext (T). As the embedding phase inserts n extra
characters in the cover text (T;), the cover text length (L.) is obtained by taking the difference between the length of
the stegotext (Ls) and the number of partitions (7). The partition length (m) of the cover text (T;) is calculated by
dividing L. by n. Due to the insertion of ZWC, the length of each partition of the stegotext is increased by 1. The
stegotext (Ts) is divided into n partitions, i.e., T, = {Py, Py, Ps, ... , P,}. Each partition P; consists of m embedding
locations and one ZWC as mentioned in Equation (7).

3.2.2 Extraction

For a partition P;, Z,; is a index of z in set Z, while L, is a index of z in P;. As Z, and L, hide log, L, and log, m
respectively, their binary representation Z, and L, are concatenated to B;. Concatenation of {B,, B,,Bs,..., B}
generates the compressed binary secret message M,,, which is decompressed and the secret message M; is obtained.

Algorithm 2. Extraction algorithm.

Input:Tg, K
Output: M

1.L,~ Length(Z2)

2. n < Y2 F(z €ZT)

3. Ls— Length(Ty)

4. L.~ Ly - n

5. m « |L./n|

6. Divide Ty into n partitions {P;,P5,P3 .. ,B,} of size m + 1
7. For each partition P;

8. Zg— Index of(z in Z2)

9. Lg— Index of(zeZ in P; partition)
10. Z, « To Binary(Zg)

11. Ly~ To Binary (Lg)

12. B, — Concatenate (Z,, Lp)

13. End For

14. M, — Concatenate ({By,B,, Bs,...,Bp})
15. C; « Huffman Encoding (K)

16. My — Decompress (M, C¢)

4 EXPERIMENTS AND RESULTS

This section presents the experimental results. Python 3.6.5 and Spyder 3.2.8 IDE are used to implement the proposed
method. The Dahuffman library is used to compress the secret message. Eight-bit binary representations of ASCII
characters are used where applicable. The proposed method is demonstrated by using the benchmark cover text and
secret message listed in Figure 1. These benchmark cover text and secret message are taken from Ahvanooey et
al.(2022). For detailed experiments, a publicly available text dataset, “A Million News Headlines”, is used (Kulkarni,
2022). This dataset consists of 1,226,259 headlines published by the Australian Broadcasting Corporation (ABC) in
18 years. On average, there are 6 to 7 words in each headline. For the experiments, 1000 random headlines with a
length between 24 and 64 characters are selected. For each cover text, 40-bit and 80-bit secret messages are generated
randomly. The proposed method performance is evaluated in terms of capacity and imperceptibility.
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4.1 Capacity

Capacity measures the amount of message hidden in the cover text. Equation (9) is used to calculate the capacity of
the proposed method by dividing the number of secret bits embedded in the cover text (S,,) by the size of the
stegotext in bits (S;) (Malik et al., 2017; Satir & Isik, 2014). Equation (10) measures the average capacity (4.) of k cover
text samples.

=5m
C=2 ©)
Ac =Tl G (10)

The capacity of the proposed method is compared with the state-of-the-art text steganography methods (Bertini et
al., 2019; Ahvanooey et al., 2018; Ahvanooey et al., 2022; Al-Nofaie & Gutub, 2020; Al-Nofaie & Gutub, 2021).
Average capacity is measured using Equation (10); results are reported in Table 4.

Input

T. < I'm surprised that the film was made in the early 1980s.
M, <+ Confidential Conversation

K + Confidential Conversation

Compression

C; < 0000='s’, 0001="v', 001='"t’, 010="i", 011="0’, 10000=EOQF, 10001="",
1001="C’, 1010="a’, 10110='d’, 10111='f', 1100='e’, 11010="I", 11011="r",
111="n’

My +10010111111011101010110110011100101010101101010001100101111100
001101100001010001010011111100

Partitioning
L. <56, L. <8, Ly <96, n <24, m <2, C, <4 bits, C,, <96 bits

Partitions of T, < ['I", 'm ', 'su’, rp’, 'ri’, 'se’, 'd ', "th’, 'at’, ' t', 'he', " f',
i, 'm Y, 'wa’, ‘s, 'ma’, 'de’, T, 'n Y, 'th’, Te , Tea’, rl']
Partitions of M, <« ['1001', '0111’, '1110’, '1110’, '1010’, '1101', '1001',
'1100°, '1010°, '1010', "1101°, '0100', 'O110', '0101', '1111', '0001', '1100',
'1101’, '1000’, '0101’, '0001', '0100', '1111’, '1100’)
Embedding

1202A'm200FE  180FEsul80Erp202CTis202Ded202A  202Dth202Cat202C

th202De200D f200Eilm200D wl80FEas2008 202Dmad202De202A in200D
t2008h200De e180E£a202Drly 1980s.

Output

T, <+ I'm surprised that the film was made in the early 1980s.

Figure 1. Example of embedding algorithm.

The capacity for each cover text for 40-bit and 80-bit secret messages is shown in Figures 2 and 3 respectively. The
experimental results show that the proposed method has a higher embedding capacity than other methods. The
proposed method achieved this improvement in capacity by compressing the secret message, using more embedding
choices, i.e., 8 ZWCs, and utilizing the location of insertion for embedding.
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Table 4. Comparison of capacity of proposed method and existing text steganography methods.

Message size Al-Nofaie & Gutub | Ahvanooey et al. |Al-Nofaie & Gutub| Ahvanooey et al. |Bertini et al. Proposed
(2020) (2018) (2021) (2022) (2019)
40 bits 0.0211 0.0576 0.0211 0.0681 0.0276 0.0931
80 bits 0.0210 0.0673 0.0210 0.0710 0.0277 0.1466
0.14 A
—— Al-Nofaie & Gutub, 2020 —— Ahvanooey et al., 2022
Ahvanooey et al., 2018 - Bertini et al., 2019
0.12 1 —— Al-Nofaie & Gutub, 2021  —— Proposed
0.10 A
>
T 0.08 1
g_ —
©
o T ——
0.06 A
0.04
0.02 A

400 600 800 1000

Cover text number

Figure 2. Capacity comparison: proposed method vs. existing methods for 1000 cover text samples with a 40-bit secret
message.

As claimed in the methodology section, the proposed method can hide the secret message with fewer insertions in
the cover text, so an experiment is conducted to verify this statement. In this experiment, the average number of bits
embedded per modification is calculated by using Equation (11). 4, is the average modification ratio, k is the total
number samples of cover text, R; is the modification ratio for the i sample; it is calculated by taking the ratio between
the size of the secret message embedded (S,,) and the number of modifications (N,;,) made in the text. The average
modification ratio of the proposed and existing methods is reported in Table 5. The proposed method conceals the
highest number of bits per insertion of ZWCs. Thus, fewer modifications are required to hide the secret message
compared to the existing state-of-the-art text steganography methods.

1
Ar = YR, (11)
R=2 (12)

Table 5. Comparison of average modification ratio of proposed method and existing text steganography methods.

Message size Al-Nofaie & Gutub | Ahvanooey et al. |Al-Nofaie & Gutub|Ahvanooey et al. | Bertini et al. Proposed
(2020) (2018) (2021) (2022) (2019)
40 bits 1.205 1.176 1.205 0.5882 2.217 13.50
80 bits 2.399 1.250 2.399 0.9090 2.245 10.49
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Figure 3. Capacity comparison: proposed method vs. existing methods for 1000 cover text samples with an 80-bit secret
message.

4.2 Imperceptibility

Imperceptibility measures the similarity between the stegotext and the cover text. This section measures
imperceptibility by calculating the Jaro-Winkler similarity of the stegotext (T) and the cover text (T;). Jaro-Winkler
similarity is calculated by using Equation (13) (Ahvanooey et al., 2022).

1=d;i+(p+1(1-d))) (13)
1 m—t

d; =3[+ + (14)

A =13l (15)

I'is the measure of imperceptibility determined using Jaro-Winkler similarity. The value of I ranges between 0 and
1. If the stegotext and cover text are identical, then I is 1 and 0 when the stegotext and cover text are dissimilar. Here,
d; is a Jaro distance, which measures the text difference by calculating the modifications generated by the
steganography in the cover text; p is the scaling factor. The default value of pis 0.1; / is a common sub-string between
the cover and stegotext; m is a number of the same characters, while ¢ indicates the number of transpositions. The
average imperceptibility (4;) is calculated by using Equation (15); the results are reported in Table 6. The proposed
method has the highest average imperceptibility (Bertini et al., 2019; Ahvanooey et al., 2018; Ahvanooey et al., 2022;
Al-Nofaie & Gutub, 2020; Al-Nofaie & Gutub, 2021).

Table 6. Comparison of average imperceptibility of proposed method and existing text steganography methods.

Message size Al-Nofaie & Gutub | Ahvanooey et al. |Al-Nofaie & Gutub|Ahvanooey et al. | Bertini et al. Proposed
(2020) (2018) (2021) (2022) (2019)

40 bits 0.8193 0.4091 0.8193 0.8799 0.8760 0.9848

80 bits 0.8189 0.1401 0.8189 0.8679 0.8758 0.9597

Imperceptibility for all the cover text samples for 40-bit and 80-bit secret messages is shown in Figures 4 and 5
respectively. For most of the samples, the proposed method has the highest imperceptibility. Only in the case of an
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80-bit secret message does the method of Bertini et al., (2019) have a slightly higher imperceptibility for some cover
text samples. However, the method of Bertini et al., (2019) achieves this improvement because it can hide fewer
secret message bits than the proposed method.
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Figure 4. Imperceptibility comparison: proposed method vs. existing methods for 1000 cover text samples with a 40-bit secret

message.
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Figure 5. Imperceptibility comparison: proposed method vs. existing methods for 1000 cover text samples with an 80-bit
secret message.
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4.3 Adaptiveness verification

As discussed in the methodology section for the proposed method, the number of bits embedded per insertion of
ZWC is adapted by using the cover text length and the secret message size. Thus, for a large cover text and a small
secret message, fewer insertions are required for embedding than for a small cover text and a large secret message.
To verify this statement, another experiment is conducted. In this experiment, randomly generated 40-bit and 80-bit
secret messages are embedded in the cover text and the number of modifications done is counted. The results are
shown in Figure 6. The results prove that when the cover text length is increased, fewer modifications are required
compared to a short cover text for secret messages of the same size.

—— 40 bits 80 bits

Number of modifications
[=)]

30 35 40 45 50 55 60 65
Length of cover text

Figure 6. Adaptiveness verification of proposed method.

4.4 Analysis and discussion

In text steganography, the number of bits embedded per distortion depends on the number of embedding choices
available. If the number of embedding choices is C, the capacity of the steganography method per distortion can be
calculated by using Equation (16).

E. =log, C (16)

The methods of Al-Nofaie & Gutub (2020) and Al-Nofaie & Gutub (2021) have only one embedding choice (C), so
one bit is embedded per distortion. In these methods, to embed b bits at the same embedding location, up to 2°
insertions are made in the cover text. The methods of Ahvanooey et al. (2018) and Ahvanooey et al. (2022) have four
embedding choices, so two secret message bits are concealed in the cover text per distortion. The method of
Ahvanooey et al. (2018) expands the secret message characters to twelve bits, so six insertions of ZWCs are required
to hide one character. The method of Bertini et al. (2019) has two embedding choices, so that it can hide one bit of
secret message per homoglyph in the cover text. All these methods hide 1 or 2 bits of secret message per distortion
in the cover text. These methods do not use embedding locations to carry the secret message. In the proposed
method, we use the embedding locations to hide the secret message. If the number of embedding locations is Ej, the
embedding capacity of the proposed method per distortion can be calculated by using Equation (17).

E. =log, C + log, E; 17)

The proposed method uses eight embedding choices, so three bits can be embedded per insertion of ZWC. In the
best case, when trying to hide a b-bit secret message, 2~ embedding locations (E;) are available; then, the secret
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message is embedded by inserting only one ZWC. In the worst case, when there is only one embedding location is
available, then only one bit can be embedded by using this location. Therefore, the proposed method hides b bits per
insertion in the best case and 4 bits per insertion (3 bits by using embedding choices + 1 bit by using location) in the
worst case, which is higher than the existing methods. The experimental results also confirm the superiority of the
proposed method in capacity and imperceptibility. As the proposed method hides more bits of the secret message
per insertion of ZWC, fewer distortions are required to hide the same secret message compared to the existing
methods. The major drawback of this method is that even minimal distortion can introduce detectable patterns or
anomalies in the cover text, which may be exploited by eavesdroppers to reveal the secret message.

5 CONCLUSIONS

In this paper, a highly imperceptible text steganography method was proposed. This method hides the secret
message via the insertion of ZWCs. An increase in embedding locations and choices enhances the capacity and
reduces the required number of insertions of ZWCs. A simulator was implemented in Python to validate the
proposed method and experiments were performed using benchmark secret messages and cover text samples. The
experiments confirmed that the proposed method conceals the secret message with fewer distortions in cover text.
Thus, the stegotext has high similarity in the cover text. Future work will study the efficiency of text steganography
in the IoT environment to maintain confidentiality of messages between devices.
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